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Date: 25 AUG 20,
CIRCULA_&
Sub: Time Table of UG/PG (2022 Scheme),

July/August 2023 Examination.

The time table of the University eXamination for I/[I Semester of
B.E. / B.Tech. / MBA/ MCA/ M.Tech. / M.PI

an. / M.Arch. (2022 Scheme)
courses is published on the VTU Website https

{//vtu.ac.in

The Principals of all the affi

liated engineering colleges and constituent
engineering col

lege are requested to go through the time table and bring the
contents of the same to the notice of all the concerned.

Sd/-

Registrar (Evaluation)
To,

The Principals of all the affiliated engineering colleges and constituent engineering col

C.WC.:

l. The Hon’ble Vice Chancellor, through the Secret

lege.

ary to VC, VTU, Belagavi, for kind informatjon.
The Registrar, VTU, Belagavi, for kind information.

24
3. The Regional Directors, R.O. Bengaluru /Bel
4.

agavi /Kalaburagi /Mysuru, for kind information.
The Director, ITISMU, VTU Bel

agavi, for information and needtul,

e r\ -, N Dy
\\\M) -~ '.':?3."{)‘ 3
Begistrar (Evaluation)
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VISVESVARAYA TECHNOLOGICAL UNIVERSITY

versity of Government of Karnataka Established as per the VTU Act, 1994 “JnanaSangama” Belagavi-590018,

Prof, B. E. Rangaswamy, pnp
REGISTRAR

REF: VTU/MYS/VTU-COE/2023-24/ 26017~

ﬂate - Karnataka, India
Phone: (0831) 2498100
Fax: (0831) 2405467

Datef;

"2 6 AUG 2073

Notification

Subs: Fee Structure for Online Degree Programmes for UG, PG and PG Diploma Online
Programmes - reg

Ref: Hon'ble Vice Chancellor Approval dated: 24.08.2023

With reference to the subject cited above, the fee structure for Online Degree Programme of

VTU is as defined below:
Undergraduate: BBA / BCA
¥ Particulars IYear- II Year III Year
01 | Registration Fee 450/- = =
02 | Application Fee 300/- - —
03 | Convocation Fee 1500/ - — —
04 | Academic fee 22,500/ - 22,500/ - 22,500/-
05 | Exam Fee 71500/~ 1500/~ 1500/~
06 | Marks Card Fee 1000/- 1000/ - 1000/-
Total fee Payable (Indian Students) Rs. 27,250/- Rs. 25,000/- Rs. 25,000/-
Postgraduate : MBA / MCA
ft Particulars I Year IT Year
01 Registration Fee 450/ - .
02 | Application Fee ©300/- =
03 | Convocation Fee 1500/ - | e
04 | Academic fee 57,75/- |  57,750/-
05 | Exam Fee 1500/ - ~1500-
06 | Marks Card Fee 750/~ 750/ -

——re. |
Tatal fee Payable (Indian Students) Rs. 62,250/ i Rs. 60,000/-




Postgraduate Diploma: Management / Computer Applications
# Particulars I Year II Year
01 | Registration Fee 450/ - AN
02 | Application Fee 300/- —
03 | Convocation Fee 1500/ - —
04 | Academic fee 47,750/ - 47,750/~
05 | Exam Fee 1500/ - 1500/-
06 | Marks Card Fee 750/ - 750/-
Total fee Payable (Indian Students) Rs. 52,250/~ Rs. 50,000/~
By order
I
Qa—( 260 ﬂ L7
. ' ;gg/trar
To, , s(
1. The principals of all affiliated/ constituent/ autogo;t:g;ﬂ engineering colleges and school

of Architecture of VTU- for kind information an
Centers for PG Studies in Muddenahalli,

2. The Chairpersons of all the Departments,
information and needful.

Belagavi, Kalaburgi and Mysuru - for kind

Copy to:
1, The Secretary to VC, VTU, Belagavi- for kind information.

2. The Director, VTU Centre for Online Education, Mysuru -
needful.

for information and
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VISVESVARAYA TECHNOLOGICAL UNIVERSITY

(State Criversity of Government of Kamataka Established as per the VTT] Act, 1994)
“InauaSangama” Belagavi-590018, Kamataka, India

Phone: (0831) 2498100

Prof. Dr, B, E. Ran aswamy, ph.p.
& : (0831) 2405467

REGISTRAR Fax

REF: VTU/BGM/ACA/2023-24/ 9668 DATE;
{y
NOTIFICATION
Subject; Tentative Academic Calendar of 1st semesters ofB.E./B.Tech./B.Arch./B.Plan.. and VII
semester of B.E./B.Tech,, programs of University regarding.., il
Reference: Dean faculty of Engineering, VTU Belagavi approval dated 24.08.2023

Hon'ble Vice-Chancellor’s approval dated: 24.08.2023

mentioned below;

Please Note:

¢ The academic sessions for ODD semesters should commence on the date mentioned above

i

# Internship for vi Semester completed students and Students Induction Program for 1x

I semester 1 semester VIl semester
B.E./B.Tech B.Plan/B.Arch | B.E./B.Tech
(2022 scheme) (2022 scheme) {2018 scheme
Commencement of the
Semester 04.09.2023 04.09,2023 14.08.2023
# Internship/Students 04.0%;2023 l 04.025023 14.0;;.(;2023
Induction Program 14.09.2023 | 14.09.2023 09.09.2023
Commencement of Classes 15.09.2023 15.09.2023 11.09.2023
Last Working
day of the 06.01.2024 06.01.2024 06.01.2024
Semester
Practical 08.0;:.02024 08.0%‘.(;'2024 08.0:‘;2024
E .
Xamination 19.01.2024 | 19.01.2024 | 19.01.2024
Theory 22.0;‘;)2024 22.0%.02024 22.0’:‘.2024
E i i 0o
Xaminations 17.02.2024 | 17.02.2024 | 09.02.2024
Commencement
of NEXT Semester 19.022024 19.02.2024 13,02.2024

Semester Studens
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beginnip
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curriculum t}i};i '2 " semester. During the induction
If required, th 'mplemented from the academic yeaprzoogzram' college h
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complete ac:adem-o ”eg? = plan to have extra classes i
The faculty/statf lﬁ activities within the duration menti Ond ¥ and 3
. aff sha , oned.
Notification r egardinl l 2: available to undertake any work assigned by th
will be issueq by th 5 e Calendar of Events relating to the cond y e university.
Academic Caleng € Registrar (Evaluation) from time to time nduct of University Examinations
ar may b .
U y be modified g1t
GC/AICTE/State Government based on guidelines/directions issued in the future b
. ure by

Academic C

alendar is al i
B Ao so applicable for Auton

e ' r omous Colleges,
tyeAapprovma] olleges lq the academic terms and exami g's ey o estare t0hg efected

o l oFthell st amination schedule, they could do so with
Ircular related to AICTE Activi i P
ctivity point will be issued b
Th T y the Registrar’s office se
arately.

[fan Su i i
y ggestlOnS/Clarlﬁcation/correction please ema“ to
) 7] 'S-hhms_Q@Mﬁhﬂ_Q..cDm

Semester and 10 days at the
as to brief about the new

Saturday and Sundays to

’

m g

concerned,.

To,

Copy to.

wwn

©CoONeNn

Sd/-
REGISTRAR

The Principals of all affiliated/ constituent /Autonomous Engineering Colleges under the ambit of

VTU Belagavi.
The chairperson, of the Department of Mechanical Engineering /Civil Engineering /Computer
niversity.

Science and Engineering& Communication Electronics Engineering of the U

To the Hon'ble Vice-Chancellor through the secretary to VC, VTU Belagavi for information

The Registrar (Evaluation), VTU Belagavi for information.
| offices of VTU for circulation.

The Regional Directors {1/¢) of all the regiona
The Director I/c. ITI SMU, VTU Belagavi for information and to make arrangements to upload

ndar on the VTU web portal.
VTU Belagavi for information

Il VTU Belagavi for information

Academic Cale
The Director of Physical Education,

The Director, Central Placement Ce
The Special Officer Library, VTU Belagavi for information
ular regarding AICTE Activity Points

0S for information and make arrangements to send the circ
on, VTU, Belagavi

All the concerned Special Officer/s and Caseworker/s of the academic secti
L ¢
REGIST ﬂ,
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TECHNOLOGICAL UNIVERSITY
V|SVESVARA:elAlt of Kamnataka Established as per the VTU Act, 1994)

)18, Karnataka, India

(State University of Govern .
“InanaSangama’ Belagavi-590(

298100
. (0831) 2405467

] 31) 2
Prof. Dr. B. E. Rangaswamy, pn.o. Phone: (0831)

REGISTRAR Fax
REF: VTU/BGM/ACA/2023-24/ 96684 DATE; AL,
NOTIFICATION
Subject: Tentative Academic Calendar of 1st semestersof B.E./B.Tech./B.Arch./B.Plan., and VIl
semester of B.E./B.Tech,, programs of University regarding... -
Reference: Dean faculty of Engineering, VTU Belagavi approval dated 24.08.2023

Hon’ble Vice-Chancellor’s approval dated: 24.08.2023

The tentative academic calendar concerned to 1st semesters of B.E./B.Tech./B.Arch./B.Plan., and

VII semester of B.E./B.Tech., programs of University for academic year 2023-24 are hereby notified as

mentioned below;

VIl semester
B.E./B.Tech

I semester
B.Plan/B.Arch

I semester
B.E./B.Tech

(2022 scheme)

(2022 scheme)

(2018 scheme)

Commencement of the
Semester

04.09.2023

04.09.2023

14.08.2023

# Internship/Students
Induction Program

04.09.2023
To
14.09.2023

04.09.2023
To
14.09.2023

14.08.2023
To
09.09.2023

Commencement of Classes

15.09.2023

15.09.2023

11.09.2023

Last Working
day of the
Semester

06.01.2024

06.01.2024

06.01.2024

Practical
Examination

08.01.2024
To
19.01.2024

08.01.2024
To
19.01.2024

08.01.2024
To
19.01.2024

Theory
Examinations

22.01.2024
To
17.02.2024

22.01.2024
To
17.02.2024

22.01.2024
To
09.02.2024

Commencement
of NEXT Semester

19.02.2024

19.02.2024

13.02.2024

# Internship for VI semester completed students and Students Induction Program for 1% semester Students

Please Note:

* Theacademic sessions for 0DD semesters should commence on the date mentioned above

-
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i -lnduction Program shall be conducted for 11 days at the beginning of 1t semester and 10 days at the
beg"}ning of the 27 semester. During the induction program, college has to brief about the new
curriculum that implemented from the academic year 2022-23.

If required, the college can plan to have extra classes on 1st and 3rd Saturday and Sundays tO
complete academic activities within the duration mentioned.

The faculty/staff shall be available to undertake any work assigned by the university.

Notification regarding the Calendar of Events relating to the conduct of University Examinations
will be issued by the Registrar (Evaluation) from time to time.

Academic Calendar may be modified based on guidelines/directions issued in the future by
UGC/AICTE/State Government.

Academic Calendar is also applicable for Autonomous Colleges. If any changes are to be effected
by Autonomous Colleges in the academic terms and examination schedule, they could do so with
the approval of the University.

The circular related to AICTE Activity point will be issued by the Registrar's office sep arately.

If any suggestions/clarification/correction, please email to -sbhvtuso@yahoo.com

The Principals of Affiliated, Constituent and Autonomous Engineering Colleges, Chairpersons of the
University departments are hereby informed to bring the academic calendar to the notice of all
concerned.
sd/-
REGISTRAR
To,
1.  The Principals of all affiliated/ constituent /Autonomous Engineering Colleges under the ambit of
VTU Belagavi.
2, The chairperson, of the Department of Mechanical Engineering /Civil Engineering /Computer
Science and Engineering& Communication Electronics Engineering of the University.
Copy to.
1. To the Hon'ble Vice-Chancellor through the secretary to VC, VTU Belagavi for information
2.  The Registrar (Evaluation), VTU Belagavi for information.
3. The Regional Directors (1/c) of all the regional offices of VTU for circulation.
4,  The Director I/c. ITI SMU, VTU Belagavi for information and to make arrangements to upload
Academic Calendar on the VTU web portal.
5.  The Director of Physical Education, VTU Belagavi for information
6. The Director, Central Placement Cell, VTU Belagavi for information
7.  The Special Officer Library, VTU Belagavi for information
8. 0S for information and make arrangements to send the circular regarding AICTE Activity Points
9.  All the concerned Special Officer/s and Caseworker/s of the academic section, VTU, Belagavi

REGIST R3

e

M
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Visvesvaraya Technological University
(State University ol Government of Karmataka Fstablished as per the VTU Act, 1994)
e “Inana Sangama” Belagavi-5900 18, Karnataka, Tndia
rl - - i
S PI:D fSnl:'c(afmvasa Phone : (0831) 2498131
2 5 FIE,CEng. :
Registrar (Evaluation) el 2498184

Ref.No/VTU/Exam/QPDS/CW(2)/2023-2024/ / 1, ) Date: 2 7 J I\N 2[]24

CIRCULAR

Sub : Rescheduling of 1/[I-Semester, BE. / B.Tech. Examinations,
Dec. 2023/Jan. 2024 ,

The examinations for | / Il Semester, B.E. / B.Tech. [CBCS, 2022 Scheme] are

rescheduled. The rescheduled time table is published here with and is available on

VTU Website https://vtu.ac.in

The contents of this circular may kindly be brought to the notice of all the concerned.

Sd/-
Registrar (Evaluation)

To,
The Principals of all the affiliated engineering colleges and constituent engineering college.
C.W.C.:
avi, for kind information.

The Hon’ble Vice Chancellor, through the Secretary to VC, VTU, Belag
The Registrar, VTU, Belagavi, for kind information.

The Regional Directors, R.O. Bengaluru/ Belagavi / Kal
The Director, [TISMU, VTU Belagavi, for information and needful.

aburagi /Mysuru, for kind information.

= \QQ_O \_f_L .
2\
Registrar (Evaluation)

o’

Ll



Visvesvaraya Technological University, Belagavi

Rescheduled - Time Table for /11 - Semester, 2022 Sc
B.E./B.TECH. Examinations, Dec.2023 / Jan.2024

heme [CBCS]

Sr.NoJSubject Code Subject Tittle Date Time
BMATM201 Mathematics-11 for ME Stream
I |BMATE201 Mathematics-11 for EER Stream 30/01/2024| 2.00 pm
BMATC201 Mathematics-1l for Civil Iingg stream to 5.00 pm
BMATS201 Mathematics-1l for CSE Stream
BMATMI101 Mathematics-I for MEE Stream
I IBMATE101 Mathematics-1 for EEE Stream 02/02/2024| 2.00 pm

BMATCI0] Mathematics-I for Civil Engg stream to 5.00 pm
BMATSI01 Mathematics-1 for CSE Stream
BPHYM102/202 Applied Physics for ME Stream

i |BPHYE102/202 Applied Physics for EEE Stream 04/02/2024| 2.00 pm
BPHYC102/202 [Applied Physics for Civil Engg Stream to 5.00 pm
BPHYS102/202 Applied Physics for CSE Stream
BCHEM102/202 Applied Chemistry for ME Stream

IV |BCHEE102/202 Chemistry for EEE Stream 05/02/2024| 2.00 pm
BCHEC102/202 Applied Chemistry for Civil Engg Stream to 5.00 pm
BCHES102/202 Applied Chemistry for CSE Stream
BEMEM103/203 [Elements of Mechanical Engineering
BEEE103/203 Elements of Electrical Engineering 2.00 pm

V |BBEE103/203 Basic Electronics for EEE Stream 06/02/2024| t05.00 pm
BCIVC103/203 Engineering Mechanics
BPOPS103/203 Principles of Programming Using C
BESCK204A Introduction to Civil Engineering ,
BESCK204B Introduction to Electrical Engineering 2.00 pm

VI IBESCK204C Introduction to Electronics & Communication |07/02/2024 | to 5.00 pm
BESCK204D Introduction to Mechanical Engincering
BESCK204E Introduction to C Programming
BESCK104A Introduction to Civil Engineering
BESCK 104B Introduction to Electrical Engineering 2.00 pm

VIl |BESCK104C Introduction to Electronics & Communication | 08/02/2024 | to 5.00 pm
BESCK 104D Introduction to Mechanical Engineering
BESCK104E Introduction to C Programming
BETCK?205A Smart Materials and Systems
BETCK205B Green Buildings
BETCK205C Introduction to Nano Technology

Vil BETCK205D Introduction to Sustainable Engineering 09/02/2024| 2.00 pm
BETCK205E Renewable Energy Sources to 5.00 pm
BETCK205F Waste Management
BETCK205G Emerging Applications of Biosensors
BETCK205H Introduction to Internet ol Things (loT)
BETCK?2051 Introduction to Cyber Sccurity
BETCK?205J Introduction to Embedded Systems

Page | of 2
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S . .
r.No. ;l;:blect Code Subject Tittle Date Time
= “TCK105A Smart Materials and Systems
ETCK105B Green Buildings
BETCK105C Introduction to Nano Technolo
IX |IBETCKI05D Introducti i T
5 ntroduction to Sustainable Engineering 10/02/2024| 2.00 pm
ETCKIOSE Rencwable Energy Sources to 5.00 pm
BET‘CK 10SF Waste Management
BETCK105G Emerging Applications of Bioscnsors
BETCKI105H Introduction to Internet of Things (IoT)
BETCK105] Introduction to Cyber Security
BETCK105J Introduction to Embedded Systems
BPLCKI105A Introduction to Web Programming
X |BPLCKI105B Introduction to Python Programming 12/02/2024| 2.00 pm
BPLCK105C Basics of JAVA Programming to 5.00 pm
BPLCK105D Introduction to C++ Programming
BPLCK205A Introduction to Web Programming
X |BPLCK205B Introduction to Python Programming 13/02/2024| 2.00 pm
BPLCK205C Basics of JAVA Programming to 5.00 pm
BPLCK205D Introduction to C++ Programming
2.00 pmto
Xl |IBENGK106/206 |Communicative English 14/02/2024 3 OOppm
] 2.00pmto
Xl |BPWSK106/206 Professional Writing Skills in English 15/02/2024 3_00pom
XIV |BKSKK107/207 Samskrutika Kannada 16/02/2024| 2.00 pm
BKBKK107/207 |Balake Kannada to 3.00 pm
. 2.00pmto
xv |BICOK107/207  |indian Constitution 17/02/2024| 4 39 pm
. 2.00pmto
XVI |BIDTK158/258 Innovation and Design Thinking 19/02/2024| 5 3p pm
2.00pmto
xvil |BSFHK 158/258 Scientific Foundations of Health 20/02/2024 3,00 pm

Page 2 0f2
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Registrar (Evaluation)
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Visvesvaraya Technological University =

(St Unnorsine ol Gonermment o Koot doe bl Cospur e VT Ve 0

“Inana Sangama™ Belagavi-0900 18, Karmataka, Todia,

Dr. T.N. Sreenivasa Phone : (0831) 2498131

BE.,ME., PhD..FIE,CEng.
Registrar (Evaluation)

Ref. No. VTU/BGM/Reg(E)/PS/2023-2024/ / 4 & Date: 10 JAN 2074

Fax : (0831)2498184

CIRCULAR

Sub: Conduct of UG Practical Examinations of Dec.2023/Jan 2024.

Ref: 1. VTU/BGM/Reg.(E)/PS/2023-2024/1198, date 29 NOV 2023.
2. VTU/Exam/QPDS/CW(2)/2023-2024 /1447, date 23 JAN 2024.
3. VTU/BOS/AC2023-2024(0DD) /5858, date 24 JAN 2024,

The Principals of Constituent and Affiliated Engineering Colleges are requested to note
the following in respect of Conduct of Odd Semester B.Plan VII semester practical
examinations of Eligible Students as per below.

» B.Plan VII sem.

SCHEDULES
Events Dates

Uploading Batch lists through web interface and approval of
batches by the Principals of respective institutions. 31.01.2024
Approval by the Incharge Regional Directors 01.02.2024
Allocation of Examiners by the BoE Coordinators 01.02.2024
Practical Examinations; 05.02.2024
VII Sem. B.Plan To

10.02.2024

For other instructions please refer to the circulars under reference above.

For Conduction of Question Paper related 'practical subjects please refer to the circular under
reference no. 2 above.

The contents of this circular must be brought to the notice of all the concerned.

Sd/-
REGISTRAR (EVALUATION)

To,
1. The Principals of Constituent and Affiliated engineering colleges,
2. Chairpersons and Program Coordinators of VTU PG Centers.

Copy FWC'’s to:
1. Hon'ble Vice-Chancellor through the Sec, 1o VC, VTU, Belagavi for information,
2. The Registrar, VTU, Belagavi for information,
3. The Incharge Regional Directors of VTU Regional Offices, for information & needful.
4, The 1/¢ Dircctor, ITISMU, VTU, Belagavi for information & needful, o
ALY
N
REGISTRAR (EVALUATION)

—
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Visvesvaraya Technological University
ISLe Tnncrany of Grovermmient of kol Fatabbished as peor thie VP Sr (omg,
“Tana Simgama™ Belagavi-53000 18, Karnataka, India,
Dr. T.N. Sreenivasa Phone : (0831) 2498131
BE.,ME., PhD. FIE,CEng.
Registrar (Evaluation) Fax : (0831) 2498184
Ref. No. VTU/BGM/Reg(E)/PS/2023-2024/ /4 & Date: ..

30 JAN 2024

CIRCULAR

Sub: Conduct of UG Practical Examinations of Dec.2023/Jan 2024.
Ref: 1. VTU/BGM/Reg.(E)/PS/2023-2024/ 1198, date 29 NOV 2023.

2. VTU/Exam/QPDS/CW(2)/2023-2024 /1447, date 23 JAN 2024,
3. VTU/BOS/AC2023-2024(0DD)/5858, date 24 JAN 2024,

The Principals of Constituent and Affiliated Engineering Colleges are requested to note
the following in respect of Conduct of Odd Semester B.Plan VII semester practical
cxaminations of Eligible Students as per below.

> B.Plan VII sem.

SCHEDULES
Events Dates

Uploading Batch lists through web interface and approval of
batches by the Principals of respective institutions. 31.01.2024
Approval by the Incharge Regional Directors 01.02.2024
Allocation of Examiners by the BoE Coordinators 01.02.2024
Practical Examinations; 05.02.2024
VII Sem. B.Plan To

10.02.2024

For other instructions please refer to the circulars under reference above.

For Conduction of Question Paper related 'practical subjects please refer to the circular under
reference no. 2 above.

The contents of this circular must be brought to the notice of all the concerned.,

Sd/-
REGISTRAR (EVALUATION)

To,
1. The Principals of Constituent and Affiliated cngineering colleges.
2. Chairpersons and Program Coordinators of VTU PG Centers.

Copy FWC's to:

1. Hon'ble Vice-Chancellor through the Sec. to VC, VTU, Belagavi for information,

2. The Registrar, VTU, Belagavi for information.

3. The Incharge Regional Directors of VTU Regional Offices. for information & need(lul.

4. The 1/c Dircctor, ITISMU, VTU, Belagavi for information & needful.

)

\ 7)) ) .
REGISTRAR (EVALUATION)
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\ Isvesvarava TLchn()lo;,l tl U lll\’ElSltV

(State Diniversiv ol Govermmend ol Noutstders Fsablished s pec the V110 et [99 D

Freve Sanseona’ Belasao-c Q00 A harmaiake, Tadia
Prof. B. E. Rangaswamy ., Phone: (0831) 2498100
REGISTRAR o Fax oz (0831)2405467
VTU/BGM/Aca/Ph.D./2022-23/ (190 Date: A A ‘
e ! 3 0 JAN 7024

CIRCULAR

Sub: The Provisional Ph.D. M. S. (Research) Registration reg..
Ref: 1. VTU/BGM/Aca./Ph.[./2022-23/227 dated 06-06-2023,
2. VTU/BGM/Aca./Ph.1D./2022-23/1109 dated 17-01-2024.
The Candidates who submit all necessary documents and attested copics t the allotted Research center, and
the Principals of the Colleges under VTU. Chairpersons / Director of University Departments, Principals or Dean
(Architecture)/ Heads of the Research centers are to be verified all the necessary documents and Approved candidates

are required to pay the following University fees

Registration fee Rs.7.000/-
University Development fee Rs.3.000/-
L-consortium fees Rx.3.000/-
Total Rs.13,000/-
This amount has to be paid 1o VTU. directly by using online mode through the gateway by using their
respective login eredentials: hitps. - fnanushodhas tu e in
Phe provisional PhUOUALS (Research) Registration order copy m available onbupe gnanashodha v ac in

the Head of Research center # Research Supervisor © Candidate may du.vnim:( the same using their login ..rt.dumdi\
and same would be avaiiable from 0-4:00 pm onwards on 61" February 2021,

The candidates. who have not completed the docunient verification for any reasons, can do so eon or betore (07-
02-2024 with a penal fec of Rs. 10007 pavable 1o University thiough oaline mode, failing which no further opportunity
will be given for the current ETR.

All other conditions and details remain unchanged as per the notification as reterred above, LS"____ g E
% [s by

REGISTRAR

aEn2E

I. The Principal of all Affiliated. ,-'\'nunmnmxs. and Constituent Colleges under the ambit of VU, Belagavi.
2. Al Chairpersons of Department VITU Belagavi,

3. The Heads of [\»LOUHI&.J R:.'se.dw.i Centers of V1

1. The Regional Director (ic). of VTU s Regional Ottice at Bengaluru. Belagavi. Kalaburagi. and Mysuru.
3. The Director, R&D. VTU. Belagavi for information.

6. The Director (Fe). ITISMU VTU. Belagavi for intormation and uploading on a website.

i ¥

Copy to:
I The Hon'hie Vice-Chancellor, throuwh the Secretary 1o VOV THL Belavan
!i}g R -'I\(rwr'l h et \ |7' I‘
The Regustrar (Evaluation: Officer. \ 11 . Belazay, o intormatiog

Wi tor mformntno

1 fJ_

)
1 The F ce Officer. V1IL. Bolagani . e
N W rhHance Calicer. vV Lo Balagdvi 1o ditotinatio;

3. Office Copy
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VISVESVARAYA TECHNOLOGICAL UNIVERSITY | web ="

(State University of Government of Karnataka Established as per the VTU Act, 1994)

_—-—-—-—.’
P
Prof. B. E. Rangaswamy, ¢h.0
REGISTRAR —_—
REF: VTU/BGM/B0S/598/2024-25/ |R]3 pate: 5 7 (UL (UL
CIRCULAR

Dear Sir/ Madam

Subject: 2021 scheme Industry Internship /Research Internship (ZHNTSZ):
Regarding
Reference:

1. Joint Board of Studies recommendation vide proceeding no- 01(g) meetin.
21.06.2024

Proceeding number 2.2.1 of 178t EC meeting dated 17.07.2024
VTU/BGM/Aca/BoS/2023/257, Dated: 10.04.2023

Dean Faculty of Engineering approval dated: 22.07.2024

Hon'ble Vice-Chancellor’s approval Dated: 23.07.2024

i W

This refers to the subject mentioned earlier, based on the recommendation of t}
Board of Studies and approval by the EC of VTU, Belagavi, the duration of the Ir
Internship/Research Internship (21INT82) under the 2021 scheme has been fixe
weeks. The institute has the flexibility to interchange(swap) the internship betw:
and 8th semesters based on the total number of students, and the availab
internships (the colleges shall assist in getting internships to the students). This 1
semester duration will help students to complete their academic requirements o

The students have to follow the rules and guidelines for the I

Internship/Research Internship - which is made available
https://vtu.acin/pdf/regulations2021/anex4.pdf  (Annexure-IV  Activities

Internship).

1. An industry or research internship should be conducted under the superv
a faculty mentor or guide (refer to clause 1.3 of Annexure [V: Activities
Internship, page 06). The mentor or guide is responsible for assisting stuc
securing appropriate industry internships and ensuring that they acqu
necessary skills to benefit their future careers.

2. Students undertaking internships must maintain a daily diary (internship
as specified in Annexure IV (Activities under Internship).

3. The faculty mentor or guide must adhere to the guidelines provided

conduct of CIE and SEE. Additionally, they are responsible for guiding the

b

8 donsy” ZYma - 590 018, sRFuE "Jnana Sanaama" Relanavi - 590 018 |
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to ensure the smooth execution of the internship and the preparation of the
internship report (daily diary).

The mentor/guide/college shall submit all related documents to the University
whenever requested.

For an-industry internship, the intern must adhere to all the safety regulations of
the internship provider. Any deviation from these safety norms and the resulting
consequences are solely the responsibility of the intern (student).

With the consent of the internal guide and Principal of the Institution, students
shall be allowed to carry out the internship within or outside the state or abroad,
provided favorable facilities are available for the internship and the student
remains regularly in contact with the internal guide.

University shall not bear any cost involved in carrying out the internship by
students. However, students can receive any financial assistance extended by any
organization.

As in the reference point number 03, students who are unable to secure an
internship must take SKILL ENHANCEMENT COURSES, with credits totaling the
same as those of the internship. Students are required to enroll in and complete
the Skill Enhancement Courses available at (https://online.vtu.ac.in/

category/courses/Skill-Enhancement-Course).

All the principals of autonomous/affiliated/constituent engineering colleges are hereby

informed to bring the content of the circular to the notice of the Mentor/Guide for

internship and the concerned students.

Sd/-
Registrar
To,
1. Principals of all A Engineering Colleges of the University
2. The Chairpersons of the University departments of VTU at Kalaburgi, Mysuru, Bengaluru
and Belagavi
Copy to
1. To the Hon'ble Vice-Chancellor through the secretary to VC, VTU Belagavi for
information
2. The Registrar (Evaluation), VTU Belagavi for information and needful.
3. The Regional Directors (1/c) of all the regional offices of VTU for circulation.
4  The Director ITI SMU, VTU Belagavi for information and to make arrangements to
upload the Academic Calendar on the VTU web portal. ‘
5. The Director, Central Placement Cell, VTU Belagavi for information
6.  Office copy

REGISTRAR
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Visvesvaraya Technological University

(Stme Visserremy of Geonermmens of Ravotaba Fatablisbed ax pey the VT Acy, 1994)
“Jiama Sangama®™ Belagan-590018, Kamataka, India

Dr. T.N. Sreenivasa Phone : (0831) 2498131
BTN _FIEA T Fax : (0831) 2498184
Registrar (Evaluation)

Ref No/VTU/Exam/QPDS/CW(2)/2024-2025! & L7

oate p e JUL 2024

CIRCULAR

Sub: Time Table for 2021 Scheme, IHI/IV Semester, B.E./B. Tech.
Examination, June/July 2024,

The Time Table for eligible students of 11 and IV Semester, B.E. / B.Tech.
2021 Scheme (CBCS), June/July 2024 Examination is published herewith and is
also available on the VTU Website https://vin.ac.in

The Prncipals of all the constituent and affiliated Engineering Colleges are
requested to go through the time able and bring the contents of the same to the

notice of all the concomad

Sdl-
Registrar (Evaluation)
To,
The Principals of all the affilisted Engincering Colleges and constituent Engineering College.

CwWC.:

The Honble Vice Chancellor, through the Secretary o VC. VTU, Belagavi, for kind information.
The Regrstrar, VTU, Belagrv, for kund information.

3 The Regiomal Directons, RO, Bengaluru / Belagavi / Kalaburagi / Mysuru, for kind information
4. The Direcaor, ITISMU, VTU Belagavy, for information and needful,

1
3
P

/"\?\ . -
e N$D :_',\.'),H'
e islrar(Evalf:ation)

-



Visvesvaraya Technological University, Belagavi
Time Table for Eligible Students of B.E/B.TECH, [1I/1V Semester,
2021 Scheme [CBCS| Examinations, June/July 2024

Date, Day

B.E./B.Tech.

1T - Semester

.7 2.00pm to 5.00pm

IV - Semester

2.00pm to 5.00pm

11-09-2024, Wednesday

26-08-2024, Monday 21MAT41/21MAT*41
28-08-2024, Wednesday (mclugl;;m\m”
23-08-2024, Thursday 21** 42
30-08-2024, Friday 21**32 -
02-09-2024, Monday 21**43
03-09-2024, Tuesday 21*%33
04-09-2024, Wednesday - 21** 44
05-09-2024, Thursday 21** 34 -
06-09-2024, Friday 21BE45
10-09-2024, Tuesday (z.oo;azr:\ct;l?gwm) (2.00;:2;?1%‘.‘;0pm)
21UH49

(2.00pm to 3.00pm)

12.09-2024, Thursday

21**38*

13-09-2024, Friday

21*%48"

o sy

Y
egistrar(Evaluation)
)

/
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VISVESVARAYA TECHNOLOGICAL UNIVERSITY

State University of Government of Karnataka Established as per the VTU Act, 1994"InanaSangama” Belagavl-530018,
Karnataka, India

Y 249810¢
Prof. B.E. Rangaswamy, pyp FELCHEE (0831) %Zgg}}é?
REGISTRAR Fax: (0831) 2405777
REF: VTU/BGM/BoS/Conf/2023-24/ 1944 DATE:
CIRCULAR
Sir/ Madam,

Subject: Clarification of 2021 scheme Industry/Research Internship (21INT82) regarding
Reference: VTU/BGM/B0S/598/2024-25/1813, Dated 23.07.2024

Based on the queries received, the following points are clarified for the (21INT82)
Industry/Research Internship:

1. According to the teaching and examination scheme, the Technical Seminar (21SEM81) and
Industry/Research Internship (21INT82) are scheduled for the eighth semester, while the
Project Work (21PROJ76) and other theory courses (21xx71 to 21xx75X) are in the seventh
semester.

2. Industry /Research Internship duration is 15 weeks as per 178t EC proceedings

3. According to the scheme, the seventh and eighth semesters are interchangeable
(Swappable). In the ODD semester, 50% of the final-year students can choose to take eighth-
semester courses (technical seminar and internship), while the remaining students can take
project work along with the theory courses of the seventh-semester. In the EVEN semester,
the roles are reversed.

4. This swapping arrangement is designed to ensure that all students have the opportunity to
participate in an internship. However, students who do not secure an internship can instead
take Skill Enhancement Courses (SEC), which have credits totalling to those of the
internship. The SECsare available @ online.vtu.ac.in.

5. Guidelines for Internship are mentioned in Annexure-1V ( Activities under Internship) which

is made available @ https://vtuacin/pdf/regulations2021/anexd.pdf

Please note that the college must inform the Registrar (Evaluation) about the details of the students
who are taking seventh-semester courses, those taking eighth-semester courses, and those opting
for Skill Enhancement Courses (SEC) in the upcoming semester. These details must reach the
Registrar (Evaluation) office within 10 days of the start of the odd semester,

(.



All principals of affiliated or constituent engineering colleges and chairpersons of university

departments are hereby informed to update these details for all concerned faculty and students..

Sd/-
REGISTRAR

To,

All the Principals of Engineering Colleges under the ambit of the University

All the Chairpersons/Program Coordinators of University Departments at Kalburgi, Mysuru,
Bengaluru, and Belagavi

Copy to

* The Hon’ble Vice-Chancellor through the secretary to VC for information

* The Registrar (Evaluation) for information and needful

* The Director, IT,SMU,VTU Belagavi for information and needful also request to upload the
circular onthe University website

* The Special Officer QPDS section of VTU Belagavi for information and needful

*  Special Officer, COEMysuru for information and upload the circular onthe website
online. vtu.ac.in ’

¢ Office copy

q
!b“ P
REGISTRAR
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VISVESVARAYA TECHNOLOGICAL UNIVERSITY, BELAGAVI
B.E. in name cof the Program

. Scheme of Teaching and Examinations 2021
Outcome Based Educatlon(OBE) and Choice Based Credit System (CBCS)

(Effective from the academic year 2021 - 22)

Swappable VIl and VIII SEMESTER

VIl SEMESTER - —1
Teaching Hours /Week Examination I
N —
B g [ =
) wo 3 ED @ & T =) c -2 2
sl. Courseand | .. .% £E .’;é, E § E 'g g 3 § cp -?'5 % s g
No Course Code - Course Title b E g 5B E 5 © g - = 3 = = = )
: 255 B E - ot a 2 ¢ c w e} 5
graw a (o] @ =
: @ L i P s IR
1 | PCC Professional Core Course 3 50 50 100 3
21XX71 1
, | PCC Professional Core Course 3 50 | 50 100 2
21XX72 L
3 | PEC Professional elective Course-Il 3 50 50 100 3
21XX73X
4 | PEC Professional elective Course-lil 3 50 50 100 3
21XX74X
g | OEC Open elective Course-li Concerned 3 50 50 100 3
21XX75X Department
Project Project work Two contact hours /week for
6 | 21xXP76 interaction between the 3 100 | 100 200 10
faculty and students.
Total | 350 | 350 700 24
VIIl SEMESTER
! Teaching Hours /Week Examination
- -~ >
go ze| E |88 3| = g | g | €| ¢z
sl. Course and Course Title = E S8 8 5 2 3 s 5 5 s B
No | Course Code a8 £yl 2 gsl = s 3 2 3 = S
- 9 o z £ = w w I
a s a3 S a s
L T P
Seminar One contact hour /week for
1 Technical Seminar Interaction between the - 100 - 100 01
21XX81
faculty and students.
INT Research Internship/ Industry Two contact hours /week for 03
2 | 21INT82 Internship interaction between the (Batch 100 100 | 200 15
faculty and students. wise )
3 21NS83 | National Service Scheme (NSS) NSS . leted durine th A
O . - ompleted during the -
21PE83 Physical Ed PE) (S
E ysica 'ucatlon( ) (Sports PE intervening period of ill - 50 50 [ 100 0
> and Athletics)
semester toVIll semester.
21Y083 | Yoga Yoga o ik
Total 250 150 400 16
Professional Elective - Il
21XX731 21XX734
21XX732 21XX735
21XX733
Professional Elective - llI
21XX741 21XX744
21XX742 21XX745
21XX743

1B0528022022/EC09032022/KM27042022



Open Electives - Il offered by the Department to other Department students
21XX751 21XX754
21XX1752 21XX755
21XX753

Note: PCC: Professional Core Course, PEC: Professional Elective Courses, OEC-Open Elective Course, AEC
L -Lecture, T—Tutorial, P- Practical / Drawing, § - Self Study Component, CIE: Continuous Internal Evalua
Note: VIl and VIl semesters of |V year of the programme

(1) Institutions can swap Vil and VIIl Semeste
the VI semester,

(2) Credits earned for the courses of VIl and VIll Semester Scheme of Teaching and Examinations shall be counted against the corresponding
semesters whether Vil or Vill semester is completed during the beginning of IV year or later part of IV year of the program.
PROJECT WORK (21XXP75): The objective of the Project work |s :

(i) To encourage independent learning and the innovative attitude of the students,

(ii) To develop interactive attitude, communication skills, organization, time management, and presentation skills.
(iii) To impart flexibility and adaptabillity.
{iv) To inspire team working.

(v) To expand intellectyal capacity, credibllity, judgment and intuition,

(vi) To adhere to punctuality, setting and meeting deadlines.

(vii) To install responsibilities to oneself and others. {

(viii)To train students to present the topic of project work in a seminar without any fear, face the audience confidently, enhance communication '
skills, involve in group discussion to present and exchange Ideas.

CIE procedure for Project Work:
(1) single discipline: The CIE marks shall be awarded by a committee consisting of the Head of the concerned Department and two senior faculty
members of the Department, one of whom shall be the Guide.
The CIE marks awarded for the project work, shall be based on
answer session in the ratio 50:25:25. The marks awarded for th
(2) Interdisciplinary: Continuous Internal Evaluation shall be
Participation of external guide/s, if any, is desirable. The CIE m
Report, project presentation skill, and question and answer ses
for all the batch mates,

SEE procedure for Project Work: SEE for project work will

for the project work shall be based on the evaluation of
50:25:25,

TECHNICAL SEMINAR (21XXS81): The objective of the seminar is to inculcate self-learning, present the seminar topic confidently, enhance
communication skill, involve In group discussion for the exchange of ideas. Each student, under the guidance of a Faculty, shall choose, preferably, a
recent topic of his/her interest relevant to the program of Specialization.
(i} Carry out a literature survey, and systematically organize the content. (ii) Prepare the report with your own sentences, avoiding a cut and paste
act. {iii)Type the matter to acquaint with the use of Micro-soft equation and drawing tools or any such facilities. (iv) Present the seminar topic

orally and/or through PowerPoint slides. (v) Answer the gueries and involve in debate/discussion.  (vi) Submit a typed report with a list of
references.

The participants shall take part in the discussion to foster a
standards and become self-confident.
Evaluation Procedure:

The CIE marks for the seminar shall be awarded (based on the relevance of the topic, presentation skill, participation in the question and answer

session, and quality of report) by the committee constituted for the purpose by the Head of the Department. The committee shall consist of three
teachers from the department with the senior-most acting as the Chairman,
Marks distribution for CIE of the course:

Seminar Report:50 marks

Presentation skill:25 marks

Question and Answer: 25 marks. mNo SEE component for Technical Seminar
Non-credit mandatory courses (NCMmC):

National Service Scheme/Physical Education {Sport and Athletics)/ Yoga:

(1) Securing 40 % or more in CIE,35 % or more marks in SEE, and 40 % or more In the sum total of CIE + SEE leads to successful completion of the
registered course.

—Ability Enhancement Caurses.
tion, SEE: Semester End Examination.

r Scheme of Teaching and Examinations to accommodate research Internship/ industry internship after

the evaluation of the project work Report, project presentation skill, and question and
e project report shall be the same for all the batch mates.

group-wise at the college level with the participation of all guides of the college.
arks awarded for the project work, shall be based on the evaluation of project work
sion in the ratio 50:25:25. The marks awarded for the project report shall be the same

be conducted by the two examiners appointed by the University. The SEE marks awarded
project work Report, project presentation skill, and question and answer session in the ratic

friendly and stimulating environment in which the students are motivated to reach high

(2) In case, students fail to secure 35 % marks in SEE, they have to appear for SEE during the subsequent examinations conducted by the University.

(3)In case, any student fails to register for NSS, PE or Yoga/falls to secure the minimum 40 % of thé prescribed CIE marks, he/she shall be deemed to
have not completed the requirements of the course, In such a case, the student has to fulfill the course requirements during subsequently to earn the
qualifying CIE marks subject to the maximum program perlod,

{4) Successful completion of the course shall be Indicated as satlsfactory in the grade card. Non-completion of the course shall be indicated as
Unsatisfactory,

(S)These courses shall not be considered for vertical progression as well as for the calculation of SGPA and CGPA, but completion of the courses shal|
be mandatory far the award of a degree.

180528022022/EC09032022/KM27042022



ADICHUNCHANAGIRI
INSTITUTE OF TECHNOLOGY

Electronics & Communication Engineering (EC)

Course Name : CRYPTOGRAPHY (21EC642)
Class : Semester 6 A

Dept. of Electrorits & Communicstien Enc
Adichunchanagiri Institute of Technolog,
Chikmagalur - 577 102

Ms Divya G S,
Assistant Professor,
2023-24
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I&; ADICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY

Department of Electronics & Communication Engineering (EC)

1. Faculty Details
Name ¢ MsDivyaGS
Qualification -
Department ¢ EC

Permanent Address ¢ Housing Board, Near Sai Mandir, Jyothinagar,
Chikkamagaluru, 577102, India

Phone Number ¢ 9980557726
Email ID : divya,jchandra@gmail.com

Specimen Signature
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I, ADICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY
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Department of Electronics & Communication Engineering (EC)

2 . Course Allotted

Allotted Duty Course Title Course Code
THEORY 1 CRYPTOGRAPHY 21EC642
HOD
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@3 ADICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY
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Department of Electronics & Communication Engineering (EC)

3. Academic calendar 2023-24 ( Semester 6)

Date Day Event

29 Apr 2024 MONDAY N Tug St;-t:):tc%

1 May 2024 WEDNESDAY N M:;y Day

10 May 2024 FRIDAY ~ Basaveshwara Jayanthi
17 Jun 2024 MONDAY BAKRID

17 Jul 2024 WEDNESDAY B \tLat day of Moharam
31Jul 2024 WEDNESDAY Term End Date




Department of Elect

ronics & Communication Engineering (EC)

DICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY

4 . Timetable
1 2 3 4 5 6 7
09:00 10:00 11:15 12:15 01:15 02:30 03:20 04:10
AM AM AM PM rM PM PM PM
To To To To To To To To
10:00 11:00 12:15 01:15 02:30 03:20 04:10 05:00
AM AM PM M rm PM PM PM
BE
BE
BE[(SZém BECL504
MON EC
Scemester B
5 R Semester 5
Section B F Section B
BE A
BECS03 K
TUE EC
Semester
5
Section B
BE
BEC503 BE
WED EC BECLS504
Semester EC
5 Semester 5
Section B Section B
BE
TH BECL504
a EC
Semester 5
Section A
BE
N
FRI EC e
Semester
5 Semester 5
Section B Section B
SAT
SUN
HOD
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I ADICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY

Department of Electronies & Communication Engincering (EC)

6 . Course Information
6. 1 Course Content

Title of the Course : CRYPTOGRAPHY

Semester : 6 Academic Year : 2023-24

i Subject Code : 21EC642 IA Marks : 50
Total Hours : 40

Hours/week : 4

Exam Hours : 3

Exam Marks : 50

Course Plar; Author : Divya ’ Planned Date : 2024-04-29
Approved by : Dr Goutham M A Approved Date : 2024-04-29
Objectives:

|
;‘
|
. . " . G 4

1 . Preparation: To prepare students with fundamental knowledge/ overview in the field of Information |
Security with knowledge of mathematical concepts required for cryptography ]’
l

|

l

|

|

2 . Core Competence: To equip students with a basic foundation of Cryptography by delivering the
basics of symmetric key and public key cryptography and design of pseudo random sequence generation
technique

Course Outcomes (COs) :
1. Nlustrate the concepts of number theory and finite fields applicable to cryptosystems. \

2 . Describe traditional cryptographic algorithms of encryption and decryption process
3. Describe the set of procedures and computations used in public key cryptosystems.

4 . Classify the different types of stream ciphers along with its functional characteristics.

M O o A



ADICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY

e o]
ST

Department of Electronics & Communication Engineering (EC)

PROGRAM SPECIFIC OUTCOMES(PSO's)

PSO 1 : Professional Skills: Graduates arc able to analyze and design systems in the fields related to
Digital signal processing, communication and networking, VLSI and embedded systems.

PSO 2 : Problem-Solving Skills: Graduates are ablc to identify problems in the areas of Signal processing,
communication and embedded systems and provide efficient solutions using computational tools and

algorithms individually or working in a tcam.

HOD
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Department of Electronics & Communication Engineering (EC)

6 . Course Information

6.1.1 Course Syllabus

Objectives:
Title of the Course : CRYPTOGRAPHY
Subject Code : 21EC642

Module 1

Basic Concepts of Number Theory and Finite Fields :
Divisibility and The Division Algorithm Euclidean algorithm, Modular arithmetic, Groups, Rings and
Fields, Finite fields of the form GF(p), Polynomial Arithmetic, Finite Fields of the Form GF

Module 2

Introduction :
Computer Security Concepts, A Model for Network Security

Module 3

Block Ciphers :

Traditional Block Cipher structure, Data encryption standard (DES) (Text 1: Chapter 2: Sectionl, 2) The
AES Cipher

Module 4

ASYMMETRIC CIPHERS :

Principles of Public-Key Cryptosystems, The RSA algorithm, Diffic - Hellman Key Exchange, Elliptic
Curve Arithmetic, Elliptic Curve Cryptography

Module 5

Pseudo-Random-Sequence Generators and Stream Ciphers :

Linear Congruential Generators, Linear Feedback Shift Registers, Design and analysis of stream ciphers,
Stream ciphers using LFSRs, AS, Hughes XPD/KPD, Nanoteq, Rambutan, Additive generators, Gifford,
Algorithm M, PKZIP

Naca N ION
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Department of Electronics & Communication Engineering (EC)

6 . Course Information

6.1.1 Course Syllabus

Objectives:
Title of the Course : CRYPTOGRAPHY
Subject Code : 21EC642

Module 1

Basic Concepts of Number Theory and Finite Ficlds :

Divisibility and The Division Algorithm Euclidean algorithm, Modular arithmetic, Groups, Rings and
Fields, Finite fields of the form GF(p), Polynomial Arithmetic, Finite Fields of the Form GF

Module 2

Introduction :
Computer Security Concepts, A Model for Network Security

Module 3

Block Ciphers :
Traditional Block Cipher structure, Data encryption standard (DES) (Text 1: Chapter 2: Sectionl, 2) The
AES Cipher

Module 4

ASYMMETRIC CIPHERS :
Principles of Public-Key Cryptosystems, The RSA algorithm, Diffie - Hellman Key Exchange, Elliptic
Curve Arithmetic, Elliptic Curve Cryptography

Module 5

Pseudo-Random-Sequence Generators and Stream Ciphers :

Linear Congruential Generators, Linear Feedback Shift Registers, Design and analysis of stream ciphers,
Stream ciphers using LFSRs, A5, Hughes XPD/KPD, Nanoteq, Rambutan, Additive generators, Gifford,

Algorithm M, PKZIP
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6 . Course Information

6.1.2 Text Books and Reference Books

TEXT BOOKS :

1 . William Stallings , “Cryptography and Network Security Principles and Practice”, Pearson Education
Inc., 6th Edition, 2014, ISBN: 978-93-325-1877-3

2 . Bruce Schneier, “Applied Cryptography Protocols, Algorithms, and Source code in C”, Wiley
Publications, 2nd Edition, ISBN: 9971-51-348-X.

REFERENCE BOOKS :
1 . Cryptography and Network Security, Behrouz A Forouzan, TMH, 2007
2 . Cryptography and Network Security, Atul Kahate, TMH, 2003
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6 . Course Information

6.2
Semester: 6 Scction: A Course: CRYPTOGRAPHY
Period | Plan/ Date Tople Source Course Bloom's | Execution| Learning
Exccu material Outcome Level Methods | Validation
tion to be Method
referred
Module 1
1 P 29 Apr 2024] Divisibility and The Text 1,Ref | CO | Understand | Lecture
Division Algorithm 1
Euclidean algorithm
1 E 29 Apr 2024] Divisibility and The Text1,Ref | CO 1 Understand | Lecture
Division Algorithm 1
Euclidean algorithm
2 P 30 Apr 2024] Modular arithmetic Text 1, Ref | CO 1 Understand | Lecture
1
2 E 30 Apr 2024] Modular arithmetic Text 1,Ref | CO 1 Understand | Lecture
1
3 p 2 May 2024 | Modular arithmetic Ref 1 CO1 Understand | Lecture
E 2 May 2024 | Modular arithmetic Ref 1 CO1 Understand | Lecture
4 P 6 May 2024 | Groups, Rings and Fields Text 1, Ref | CO 1 Understand | Lecture
1
4 E 6 May 2024 | Groups, Rings and Fields | Text [, Ref | CO 1 Understand | Lecture
1
5 P 7T May 2024 Finite fields of the form Text 1, Ref | CO 1 Understand | Lecture
GF(p) 1
5 E 7 May 2024 | Finite fields of the form Text1,Ref | CO 1 Understand | Lecture
GF(p) 1
6 P 9 May 2024 Polynomial Arithmetic Text 1, Ref | CO 1 Understand | Lecture
]
6 E 9 May 2024 | Polynomial Arithmetic Text 1,Ref | CO 1 Understand | Lecture
1
7 P 13 May Polynomial Arithmetic Text 1, Ref | CO 1 Understand | Lecture
2024 1
7 E 13 May Polynomial Arithmetic Text I,Ref | CO 1 Understand | Lecture
2024 1
8 P 14 May Finite Fields of the Form Text I, Ref | CO 1 Understand | Lecture
2024 GF ]
8 E 14 May Finite Fields of the Form Text |, Ret | CO 1 Understand | Lecture
2024 GF |
Module 2
9 P 16 May Computer Security Text | coz2 Understand | Lecture
2024 Concepts
9 E 16 May Computer Security Text | CcO?2 Understand | Lecture
2024 Concepts
10 P 20 May A Model for Network Text 1 CO2 Understand | Lecture
2024 Security
10 E 20 May A Model for Network Text | CO2 Understand | Lecture
2024 Security

MNawa 44 NN
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Period | Plan/ Date Topic Source Course Bloom's | Execution| Learning
Execu material Outcome Level Methods | Validation
tion to be Method
referred
11 P 21 May Classical Encryption Text | CO2 Understand | Lecture
2024 Techniques: Symmetric
Ciphcr Model
11 E 21 May Classical Encryption Text 1 CO2 Understand | Lecture
2024 Techniques: Symmetric
Cipher Model
12 P 23 May Classical Encryption Text 1 coz2 Understand | Lecture
2024 Techniques: Symmetric
cipher model
12 E 23 May Classical Encryption Text | CO2 Understand | Lecture
2024 Techniques: Symmetric
cipher model
13 P 27 May Substitution techniques Text | CO2 Understand | Lecture
2024
13 E ggzi\;lay Substitution techniques Text 1 Co2 Understand | Lecture
14 P 28 h:ay Substitution techniques Text 1 CO2 Understand | Lecture
202
14 E 28 I:Iay Substitution techniques Text 1 Co2 Understand | Lecture
202
15 P 30 May Substitution techniques Text 1 CO2 Understand | Lecture
2024
15 E ggzh:ay Transposition techniques Text 1 Co2 Understand | Lecture
16 P 3 Jun 2024 | Transposition techniques Text 1 CO2 Understand | Lecture
16 E 3 Jun 2024 | Transposition techniques Text | CO2 Understand | Lecture
Module 3 '
17 P 4 Jun 2024 | Traditional Block Cipher Text | CO2 Understand | Lecture
structure
17 E 4 Jun 2024 | Traditional Block Cipher Text 1 Co2 Understand | Lecture
structure
18 P 6 Jun 2024 | Data Encryption Standard | Text 1 CO2 Understand | Lecture
18 E 6 Jun 2024 | Data Encryption Standard | Text 1 CO2 Understand | Lecture
19 P 10 Jun 2024 Data encryption standard Text 1 CO2 Understand | Lecture
(DES)
19 E 10 Jun 2024 Data encryption standard Text 1 CO2 Understand | Lecture
(DES)
20 P 11 Jun 2024 | The AES Cipher Text 1 Co2 Understand | Lecture
20 E 11Jun 2024 § The AES Cipher Text 1 Cc02 Understand | Lecture
21 P 13 Jun 2024 The AES Cipher Text | CO2 Understand | Lecture
21 E 13 Jun 20241 The AES Cipher Text 1 co?2 Understand | Lecture
22 P 17 Jun 2024] More on Number Theory: | Text I, Ref | CO 1 Understand | Lecture
Prime Numbers 1
22 E 17 Jun 2024] More on Number Theory: Text 1, Ref | CO1 Understand | Lecture
Prime Numbers |
23 P 20 Jun 2024 | Fermat's and Euler's theor | Texl I,Ref | CO 1 Understand | Lecture
1
23 E 20 Jun 2024| Fermat's and Euler’s theor | Text I, Ref | CO 1 Understand | Lecture
1
24 P 24 Jun 2024 ] Discrete logarithm Text 1, Ref | CO 1 Understand | Lecture
1
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Period | Plan/ Date Topic Source Course Bloom's | Execution| Learning
Execu material | Outcome Level Methods | Validation
tion to be Method
referred
24 E 24 Jun 2024 Discrete logarithm Text1,Ref | CO 1 Understand | Lecture
1

Module 4

25 P 25 Jun 2024] Principles of Public-Key Text 1 Co3 Understand | Lecture
Cryptosystems

25 E 25 Jun 2024] Principles of Public-Key Text 1 CO3 Understand | Lecture
Cryptosystems

26 P 27 Jun 2024| Principles of Public-Key Text 1 Co3 Understand | Lecture
Cryptosystems

26 E 27 Jun 2024| Principles of Public-Key Text | CO3 Understand | Lecture
Cryptosystems

27 P 1Jul 2024 | The RSA algorithm Text 1 CO3 Understand | Lecture

27 E 1Jul 2024 | The RSA algorithm Text 1 CO3 Understand | Lecture

28 3 2Jul 2024 | The RSA algorithm Text 1 CO3 Understand | Lecture

28 E 2Jul 2024 | The RSA algorithm Text 1 CO3 Understand | Lecture

29 P 4Jul 2024 | Diffic - Hellman Key Text | CO3 Understand | Lecture
Exchange

29 E 4Jul 2024 | Daffic - Hellman Key Text | CO3 Understand | Lecture
Exchange

30 P E1ul 2024 | Diffic - Hellman Key Text 1 CO3 Understand | Lecture
Exchange

30 E ¥Jul 2024 | Diffic - Hellman Key Text 1 CO3 Understand | Lecture
Exchange

31 P 9 Jul 2024 | Ellipuc Cune Anthmetic Text 1 CO3 Understand | Lecture

31 E 9 k1 2023 | Ellipuc Curve Anthmetic Text 1 CO3 Understand | Lecture

32 P 1wl 2024 | Eiliptic Cunve Text | co3 Understand | Lecture
Cryptography

32 E 11 Jul 2022 | Elliptic Curve Text | CO3 Understand | Lecture
Cryptography

Module §

33 P 13 Jul 2024 | Linear Congruenual Text 2 CO4 Understand | Lecture
Generators, Linear
Feedback Shift Registers

33 E 15 1u1 2024 | Lincar Congruental Text 2 CO4 Understand | Lecture
Generators, Linear
Feedback Shift Registers

34 P 16 Jul 2024 | Design and analysis of Text 2 CO4 Understand | Lecture
stream ciphers, Stream
ciphers using LFSRs

34 E 16 Jul 2024 | Design and analysis of Text 2 Cco4 Understand | Lecture
stream ciphers, Stream
ciphers using LFSRs

35 P 18 Jul 2024 | Hughes XPD /KPD, AS Text2 CO4 Understand | Lecture

35 E 18 Jul 2024 } Hughes XPD/KPD, AS Text 2 CO4 Understand | Lecture

36 P 22 Jul 2024 | Nanoteq, Rambutan Text 2 co4 Understand | Lecture

36 E 22 Jul 2024 | Nanoteq, Rambutan Text 2 CcO4 Understand | Lecture

37 P 23 Jul 2024 | Additive generators Text 2 Cco4 Understand | Lecture

37 E 23 Jul 2024 | Additve generators Text 2 CO4 Understand | Lecture

38 P 25 Jul 2024 | Gafford Text 2 CO4 Understand | Lecture

38 E 25 Jul 2024 | Gifford Text 2 CO4 Understand | Lecture

Meame 4D L AN
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Period | Plan/ Date Topic Source Course Bloom's | Execution| Learning
Execu material | Outcome Level Methods | Validation
tion to be Method
referred

39 P 29 Jul 2024 | Algorithm M Text 2 CO4 Understand | Lecture
39 E 29 Jul 2024 | Algorithm M Text 2 CcO4 Understand | Lecture
40 P 30 Jul 2024 | PKZIP Text 2 CO4 Understand | Lecture
40 E 30 Jul 2024 | PKZIP Text 2 CO4 Understand | Lecture

Meacma 44 2N
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6 . Course Information

6.2.1 Compliance Report

Semester: 6 Section: A Course : CRYPTOGRAPHY
Module # of Classes Planned # of Classes Actual %
No. Planned(till Effort(till date) Executed(till date) | Efforts(till date) | Coverage
date)
1 8 8hrs Omin 8 8hrs Omin 100.0
2 8 8hrs Omin 8 8hrs Omin 100.0
3 8 8hrs Omin 8 8hrs Omin 100.0
4 8 8hrs Omin 8 8hrs Omin 100.0
5 8 { 8hrs Omin 8 8hrs Omin 100.0
HOD
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6 . Course Information

6.2.2 CO PO Mapping

No CO PO mapping available
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6 . Course Information

6.2.3 CO-PSO Mapping

No CO PSO mapping available
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6 . Course Information

6 . 3 Other Assessment

SEMINAR/QUIZ : 1
Semester:6-CBCS 2021

- Subject : CRYPTOGRAPHY (21EC642)

Faculty : Divya Max Marks: 20
Answer All Questions
Q.No Max
Marks
L e e <l
1 P o Syt
Evaluation
USN Name Present (P) / IA Total
Absent (Ab)
4AI21EC001 Abhishek K M P 8
4AT21EC002 Akanksha C N
| 4ARIEC003 Ananya M P 16
i 4A121EC004 Ankith P P 10
| 4ARIECO0S  AnkwhDD P 4
i 4AI21EC006 Anusha A P 12
aAlIECO07  AmshreelK P 16

i
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USN ‘ Name | P‘rééent (P_)_ /
Absent (Ab)
4AI21EC008 Ashwin Gowda S J P
7 4AI21EC010 Benakesh SN P
4AI21ECO011 Bhavana H P P
- 4A121EC012 Bhoomika B C P
4AIZ]EC613 Bhumika D M P
4AI21EC014 Bibi Swagra P
4AI121ECO15 Chaithanya J P
4ATI21EC016 Chaithra L P P
4AI21ECO17 Chandana K P
| | 4A121ECO018 Chandana Patil C S Pi
i 4AI21EC019 Chandrakanth S M P
| 4AiilEC020 Chethan N M P
 4ARIECO2L  DarshanS P
4AI21EC022 Darshini B r
4AI21EC023 Deeksha K B P
7 4A121E61024 Deeksha KR P
| 4ARIEC025 Decpak M S P
. 4A12 1EC027 e Deepakraj R B P
! "4:K12~1EC028 v Dhanush Gowda H P
© 4AI21ECO31 Gowtham B G P
© 4AIEC033 Jeevan R M P
" 4ARIECO34  KarthikeyanJ P
© 4AI21ECO35 Kavana K S P
4AI21EC036 Keerthana L S P
 4AI21EC037 Likhith S V P
T4ARIECO38  LikitaCM p
| 4AI21EC040 Manjushree K S p
| 4AI21EC042 Manupatel S P p

IA Total

18

—
10
10
16

—
12
16
14
16
12

18

10

Nacma AN 22N
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s Name Present(®)/  IA Total
Absent (Ab)
4AI21EC043 Manya U p 12
4AI21EC044 Meghana R P 7 ‘10 |
4A121EC0457 Mohammed Wasib P ”6»_7 ﬁ
 4ARIEC046 Nakul P M P 16
4AI21EC047 Neha G M P 12
| 4AI21EC048 Nidhi K M p 12
 4AIR1EC049 Niranjan G M p 20
4AT21EC050 Nishanth Gowda V § p 10
 4AI2IECOS] Nishchitha M p 16
. 4ARIECO52 Pavan Kumar P 10
 4AI2IBCO53 Pooja H H p 12
| 4AI2EC400  Amitacs 1z
'—”7&152%4640;“%“ W“_Xvina'sﬂ HR T
Tma T — —
_%‘4AI“22EC407 - 7 Dayananda HL - P -
_*;1&1_5254_0{ - bepur p 8
4A122EC413 o Indika G p 10
 4AI2ECAI4 Kanakraj H R p 10
4AI22EC4]5 Ky | p s
_ziAfz_zhéEﬁé%““h . NaveenHL p e
 sAmEBCars Pavan KumarCN P 4
‘%4A1221<:6}15.6“h\  Pumithr 7 p 6|
4A122EC423 Sandya M p 12
| 4AI2EC424  Shashank K G P 10
5 4A122EC425“N g  Shashikiran M " P 0
. 4A2ECH26 Sncha S V p 10

e et e e e e o
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2 Scheme of Evaluation

—

3

10

12

13

In

7

18

QUIZ SOLUTIONS

Which of the following 1« the meaning of crvpt?

a. idden b Wrting . Copied  d Bothaand i

hm has enery pted his company’s contidential tiles uemng a ~coret ke Attacker John tres
to decipher those files without know ing the kev, what » this process called?

a. Cry ptography b. Crpunalysis < Decrvption d. None ot the
above
Which of the following are the components of crvpto system?
a. Plain text b. Cipher text c. Kevs d.A ot the above
Which of the following is the other name of symmentric kev arvptography?
a. 'mvate by b Secretkey ¢ ldeal ey o Faothaand B

Find an integer 1 that satisfies the equation 5x = 3 (mod 1)

a2 b3 ol idl)
Determine : 11 mod -5.

a A b. -1 c.1 did

Given integers a and b, multiplicative inverse exists if and only if ged(ab) =

aa "1 cb dNone
Which of the following cipher techmigues involves matnix operations in ther algonthms of
encry pion and deanyption?
a. Hill Gipher b Maviair Gipher ¢ tetha &b Jd None ot the above
With symunctnc key algonthms, the  hev s used for the encrvption and decryption of
data.

a. Dufferent b Narrw ¢ Botha & b d. Nonwe of the above
Which of the follow g o 3 1w of 300k on onon piion that s csery possible ke
Combrnation?

a.Beute force attach b Dunonary attach ¢ Collsaon antack. d Ramnbow table
attack
The theorems that play important roles in publac-aey (v prography are
a Fermat's theorem b Budets theonem © Buclidoan thoorem o3 Both a &b
Usinyg the Euber's totsnt fusction, detormune $0253)
a M hXW ¢ X 3252
What are thoe o beys that ane ascd sy Mmstra ba an phszzapiin’
3. 50t hey and privase e B £hrmn one b armd i bans
v Palr hay s seviarond by F sovumad bes arad o ate by

. o e o odoy ade T o EB e The crases eractbuad 30 tiee e o sutisemoated tocach

othay, what by ol sovssty 22tk Can v o’

o Mas-an-themeddc ot b frute towon attacd v amteat attaen
Ciphonshy attadk

. Hlow many rounds dovs 125 Buts i AbS reguanes”
a o b12 14 415
128 bits plain teat form of AbShas b
a 12 bld cie 4R
Amongst whach of the following s / are true with reference to the rounds in AES -
aBvte Substitunon b Shift Row ¢ Mix Column and Key Addition (4.4 L of the
atwne
The full-torm of RSA in the RSA encry ption technigue
a Round Security Algonthm b et Shar: Adleman
¢.Raobert, Shamir, Addw d.None of the above

MNawma N4 50N



ADICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY

e
3

Department of Electronics & Communication Engineering (EC)

19. Data encryption standard is a block cipher and encrypts data in blocks of size of

cach.
A 16 bits b. 6 1bits c128 bits (.32 bits

20, The method provides a one-time session key for two parties.
a. Dithe-Hellman b.RSA c. AES d. DES

o Y . Y .
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ASSIGNMENT : 1
Semester:6-CBCS 2021

Subject : CRYPTOGRAPHY (21EC642)
Faculty : Divya

Max Marks: 10

Answer All Questions

Q.No \ Max cO
’ Marks
10 1,2
1 1.Define Computer S ecurity. Explain in brief the 3 key
objectives of computer security. |
2. Listdown the challenges of computer security. :
3. Explain the essential network and computer security !
requirements. ‘
4. With neat block diagram, explain the model of netwark
security. Also, list the 4 basic tasks in designing security
services.
Evaluation
USN Name Present (P) / IA Total
Absent (Ab)
4A121EC001 Abhishek KM P 7
4AI21EC002 Akanksha C p 5
 4AI21EC003 Ananya M P 9
! 4A121EC004 Ankith P P 6
l ~ 4AI21EC005 | Ankush D D p 4
‘| 4A121EC006 Anusha A P 10
| 4A121EC007 Anushree J K p 10
l 4A121EC008 Ashwin Gowda S ) P 8
| 4ARIECO10 Benakesh S N P 7
[t - ke :
| 4AI21ECO11 Bhavana H P P 10
/  4AI2IECO12 Bhoomika B C P 10

Maca NA ~£2N
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% USN ~ Name  Present(P)/  IA Total 1
f Absent (Ab) |
| 4ARIECO13 Bhumika D M p 10 f
4AT21EC014 Bibi Swagra P 10
4AI21ECO15 ~ Chaithenya __p 0
4A2IEC016 ~ ChaithraL P - P 10
4AI21ECO17 Chandana K P 0
4AI21ECO18 Chandana Patil C S p 10
4A121EC01_9W“~_ " ChandrakanthSM P 10 |
4AI2IEC020 Chethan N M P 9 |
4AI21EC021 Darshan S P 8
4AI21EC022 Darshini B p 8 :
| 4ARIECO2Z  peeksakKB p» 0 |
4A2IEC024  DeckshaKR P 0 |
 4ARIECO2ZS Deepak M S p 7 '
’._‘MQIREZ-IECON B ' Decpakraj R B D T
| 4ARIECO28 Dhanush Gowda H ‘P 9 )
_q_@'lEcoéif_m‘ﬁw GowthamBG P 6|
. 4AI2IEC033 Jeevan R M p 7
 4ARIEC034 Karthikeyan J P g |
4A121EC035  KavamaKS P 9
4A12 156636 o AKﬁee-rthana L S - W“P - 9 -
| 4AIEC037 Likhith S V P 10
4AI21EC038  LikithacM P 0
 4ADIECO40 Manjushree K S p N
4AIECO42 Manupatel S P P 10
 4A21EC043 Manya U P 10
4AI§1EC044 7 Meghana R p | 87 |
4AI21EC045 Mohammeg \i@éﬁ - 2u- P . T
| 4ADRIECO46 NakulPM P 8
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USN~ 7Name PresentEP)./' N IA Total
Absent (Ab)

4AI21EC047 Neha G M P 9
AAI21EC048 Nidhi K M P 0

“ 4}‘\121~ EE:049 | N;fanjan GM p 10 o

| JAIRIEC050 Nishanth Gowda V' S P 4
4AI21ECO51 Nishchitha M P 10
4A121EC052 Pavén Kumar p 8 "
4A121EC053 | PoojaHH %4 | 10
4AI22ECA00 Ampitha C S P 8
4AI22ECA02 Avinash HR P 5
4AI122EC406 Chethan V P 5
4A122EC407 Dayananda H L P 8 |
4AI22EC408 Deepu P 3 5
4AI22EC413 Indika G P 6
AAI22EC414 Kanakraj H R P o6
4AI22ECA1S Karanraj Hr P 7
AAI22EC418 Naveen HL P 9
4AI22ECA19 Pavan Kumar C N P g
4AI122EC420 Punith R P 6
4AI22EC423 Sandya M P 6
4AL22EC424 Shashank K G P 6
AAI2ECA25 Shashikiran M P 7
AAI22EC426  SnehaSV o r 6




{3 ADICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY

Department of Electronics & Communication Engineering (EC)

|

I

—

USN Name Present (P)/ 1A Total
Absent (Ab)
4AI21ECO013 Bhumika D M P 10
4AT21EC014 Bibi Swagra p 10
o ;11;&12 l-b;.COIS Chaithanya J P 10
 4AT2IECO16 Chaithra L P p 0
4AI21ECO17 Chandana K p 10 '
4AI21ECO18 Chandana Patil C S p 0|
4AI21ECO019 Chandrakanth S M P 10 |
4A121EC020 Chethan N M 14 9
4ARIECO2I " Darshan S p 8
4AI21EC022 Darshini B P 8
4AI21EC023 Decksha K B p 10
4AI21EC024 © DeekshaKR P 10
4AI21EC025 DeepakMS P 7
4AI21EC027 Decpakraj R B P 10
4AT21EC028 Dhanush Gowda H P 9
 4AI21ECO31 Gowtham B G P 6
 4ARIECO33 Jeevan R M P 7
 4AI2IEC034 Karthikeyan J P 8
N 4A121E£3035 Kavana K S p | 9
" 4ARIEC036  KeerthanaL S P 9
| 4AIEC037  Likhith S V p 10
| 4AI21EC038 Likitha C M p 10
| 4ARIEC040 Manjushrec K S P 8 |
| 4ARIECO42 Manupatel S P p 10 |
 4AI21EC043 Manya U p 10
. 4AI21EC044 Meghana R p 8
! ” ‘4M2{Ié6045 e Mohammed Wasib P 8
! 4AI21EC046 Nakul P M p 8 |
reee 7 g0
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4AI21EC047
T 4AIRIEC048
T JAIZIECO49
© 4AI21EC050
© 4AI21ECO51
" 4AIZIEC052
" 4AIRIEC053
4AI22EC400
4AI22EC402
4AI22ECA06

4A122EC407

| 4AT22EC408

e

4A122EC4 1 4

4A122EC4 1 5

4A122EC4 18
4AI22EC419

JAI2EC420

4AI22EC423

4A122ECA424

AAI2EC425
AAI22EC426

Name

Ncha G M
Nidhi KM
Niranjan G M
Nishanth Gowda V'S
Nishchitha M
Pavan Kumar
Pooja HH
Arpitha C S
| Avinash HR
Chethan V -
B Deepu P
| Indika G

KanakrajHR I ——————

Karanraj Hr
Naveen H L
Pavan Kumar CN
Punith R
) San(iyarM
) Shashank KG
Shashikiran M
Sneha SV

MNaea NO ~£ 2N

Absent (Ab)

Dayananda H L

L R R R R R

ineering (EC)
Pres;ant (i’) / et ’IX"i‘otal
p 9
p » 10
P 0
N = ‘
P 0
P 8 |
p 10
P 8
P s
p 5
. —
- = — _
6
f;
| 9
S
_ 6
P 6
P 6
P 7
P 6
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6 . Coursc Information

6 . 4 Internal Assessment

Internal ¢ 1

Semester:6-CBCS 2021 Date : 14/06/2024
Subject : CRYPTOGRAPHY (21EC642) Time : 15:30 - 16:30
Faculty : Divya Max Marks: 40
— R
Part A ‘

Answer any 3 questions

Q.No Max | CO | BT/CL
Marks l
o | 1 | L2
1 Explain using flowchart, the Euclidean algorithmto % E
determine the GCD of two numbers. Find the GCD of (i) 'r
(24140,16762).(ii}(2152,764). ‘
l
-
10 | 1 | L2
2a (a) Explain the properties of modular arithmetic for Integers :
inZn. j.
(b) Construct additive and multiplicative tables for arithmetic §
modulo 7 and mbulate the additive and multiplicatve E
inverses. 'i
10 |\ L2
3 Using E xtended E uclidean Algorithm, find the multiplicative
: inverse of the following:
() 17 mod 43
(i) xA3 +x +1
in GF(2A4) with mix) =xA4 + % + 1

Neawma NN AN
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4a

(a) Define Galois field. List all the axioms obeyed by GF .

(b) Develop addition and multiplication tables hased on
polynomial arithmetic modulo for G F (4) with mi(x) = xA? + x -+
1.

Obtain the field elements of GF(244) using a generator
polynomial xA4 +x + 1. Give the equivalent binary and
hexadecimal representation.

Mawma DN L AN
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Part B
Answer any 1 questions
Q.No 7 Max co | BT/ICL
Marks
10 2 L2
6 Define Computer Security. Explain in brief, the challenges of
computer security.
10 2 L2
7 With neat block diagram, explain the model of network
security. Also, list the 4 basic tasks in designing security
services.

Naca %4 2N
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Evaluation
|
USN Name Present Q1 Q2 Q3 Q4 Qs Qs Q7 1A BT/CL j
! Total '
Absent |
(Ab)
a n
4AI21EC001 Abhishek p 6 0 0 0 0 0 6 12 Understand
KM
4AI21EC002 Akanksha P 4 5 1 0 0 0 0 10 Understand
c
4AI21EC003 Ananya P 6.5 0 0 10 9.5 0 10 6 Understand
M
4AI21ECO04 Ankith P 4 0 0 0 0 0 4 8 No
P Level !
O o ) . |
4AI21EC005 Ankush p 0 2 0 0 0 0 0 2 No [
DD Level |
: |
4AI121EC006 Anusha P 4 4 7 0 3 0 8 28 Understand ;
A |
S S ——— S—— e ———— “
4A121EC007 Anushree P 4 4 4 0 4 4 0 16 No ;
JK Level |
4AT21EC008 Ashwin P 6 0 8 0 6 0 5 25 Understand {
Gowda i
I3 ;
—_———— _— el _ = _ ———— N e i
4AR1EC010 Benakesh P 4 4 0 0 0 0 4 12 No i
SN Level i
4A21ECOI L Bhavana P 4 4 0 4 10 0 7 25 Understand g’
HP ?
B — =T , P - S —
4A121ECO12 Bhoomika P 4 5 0 5 4] 0 7 21 Understand i
BC ‘
4A21ECO13 Bhumika P 4 0 0 9 10 0 10 13 Understand
DM
4AI21ECO14 Bibi P 0 0 10 10 10 0 9 39 Understand
Swagra
4AI21ECO15 ;:hnimam P 4 5 0 0 10 0 2 21 Understand
4A1ECO16 E::jmm P 3 0 5 5 7 8 0 25 Understand
4AR21ECO17 ﬁhmdann P 2 0 5 0 10 0 8 25 Understand
4AI21EC018 S,::fdm P 4 0 9 4 10 3 0 26 Understand
cs
4ARIECO19 NDRAKA
gl:{AN’DRAKA.NTH P 0 4 10 0 10 0 q 28 Understand
4AI21EC020 Chethan T e = ’ U
Com P 4 5 0 0 10 0 4 23 Understand
4ARIECO021 Darshan P : =———— .
o ] 5 0 g 0 0 0 7 12 Understand
AL 022 Darshini P ) o
AAZIE B i 3 : ) 0 2 6 18 Understand
-_— -
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USN Name Present Q1 Q2 Q3 Q4 Q5 Q6 Q7 1A BT/CL
ry/ Total
Absent
(Ab)
L] fl
-
4A121EC023 Decksha r 4 ] ) 0 6 0 8 22 Understand
KB S —
4A121EC024 - Dccksﬁa P 0 5 9 0 1 10 0 3l Understand
KR o
4A121EC025 Decpok P 4 5 4 0 0 0 6 19 Understand
MS
4AI21EC027 Deepukraj P 3 4 2 0 0 4 7 16 Understand
RB
4AI21ECO28 DHANUSII P 3 5 0 2 0 0 5 Is Understand
GOWDA
H
4AIIECO31 Gowtham P 4 4 0 2 0 0 0 10 No {
BG Level ;
|
4AI21EC033 Jeevan P 5 3 7 0 0 0 5 20 Understand 1
RM {
4AI121EC034 Karthikeyan.j P 4 5 0 0 0 2 5 14 Understand 1
4AI21EC035 Kavana P 4 4 3 8 10 0 7 29 Understand '
KS E
4AI21EC036 Keerthana P 2 2 0 0 0 0 4 8 No ‘|
LS Level H
4A121EC037 Likhith P 8 5 6 0 0 0 7 26 Understand |
SV i ,
4A121EC038 Likitha P 3 5 8 0 8 8 0 29 Understand
cM ;
1
4AI21EC040 Manjushree P 3 5 0 1 9 0 4 21 Understand |
! KS |
i :
| 4A121EC042 Manupatel P 4 5 8 0 0 10 0 27 Understand !
SP |
—_ e e haaTT— - i
4AI21EC043 Manya P 4 5 9 3 0 0 6 24 Understand
v |
| aARIECO44 Meghana P 3 0 2 5 6 0 3 17 Understand f
R
4A121ECO45 Mohammed P 0 4 6 0 0 0 9 19 Understand
{ Wasib
| — S _— R N ———
| 4AR1EC046 Nakul P 6 5 7 0 10 0 3 2 Understand
PM
4AI21EC047 Ncha P 4 0 1 5 10 5 0 24 Understand
GM |
| 4AI21EC048 Nidhi ] 4 s 0 0 9 8 0 26 Understand
| KM
{ 4AI21EC049 Niranjan P 4 5 4 0 8 0 5 n Understand
i GM
U R S - N SR e e =
| 4AI21EC050 Nishanth P 0 3 3 4 6 0 7 20 Understand
! Gowda
vs
e -
4AI21ECO51 Nishchitha P 7 5 0 9 10 0 8 34 Understand
| M
4ARIECD52 Pavan P 4 0 6 3 10 0 0 20 Understand
Kumar

Naca NN AfON



USN Name Present
™/
Abasent
(AD)

4AI21EC053 Pooja 4
HH

4A122EC400 Armpitha P
CS

4AI122EC402 AVINASH.H.R |

4AI22EC406 CHETHAN P
v

4A122EC407 Dayananda P
HL

4AI22EC408 Decpu P
P

4AI22EC413 Indika. P
G

4AI22EC414 KANAKRAJ P
HR

4AT22EC415 KARANRAJ P
HR

4AI22EC418 Naveen P
HL

4AI22EC419 Pavan P
kumar
CN

4AI22EC420 PUNITH P
R

4A122EC423 Sandya P
M

4AI22EC424 Shashank P
KG

4AI22EC425 SHASHIKIRAN P
M

4AI22EC426 Sncha P
sV

Ql Q1 Q3 Q4 Q5 Qf Q7 1A BT/CL
Total
|
[ (] '
4 0 5 6 6 0 8 25 Understand {
8 0 5 10 0 0 6 29 Understand '
4 5 0 0 0 0 4 13 Understand [
4 3 0 0 0 6 4 13 Understand |
|
0 3 0 | 0 0 4 8 No
Level |
: !
4 5 0 0 5 0 3 17 Understand .
3 0 0 4 10 0 6 23 Understand
0 4 0 0 0 0 4 8 No |
Level |
4 5 0 0 0 6 7 16 Understand !
|
4 0 0 5 6 0 4 19  Understand 5
4 5 0 0 10 0 7 26 Understand !
,F
4 0 0 0 5 0 7 16 Understand i
|
4 5 0 0 6 6 7 22 Understand
3 0 0 0 0 0 0 3 No
Level
4 0 0 0 6 0 5 15 Understand
|
3 5 0 0 0 7 0 15 Understand
-

Nama NA N



ADICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY

Department of Electronics & Communication Engineering (EC)

2 Scheme of Evaluation

DEPT. OF ECE, AIT, Chikkamagaluru
1- INTERNAL ASSESSMENT
Subject: Cryptography (21FC642)
SCHEME & SOLUTIONS

Semester: 6 Date: 14 Jun 2024
Max Marks: 40
PART A
Answer any THREE full queslions

Q. MARKS | CO | BT/CL
NO
1 | Explain using flowchart, the Euclidean algorithm to determine the GCD 10 co1 L2
of two numbers. Find the GCD of (i) (24140,16762).(ii)(2152,764).

SOL
: SUPPOSE WE wish 1o doternuing the pivatest common divisur d of the intepers
@ and A that s dewermine of = gediat by Because gadi o Ao < pedia b,
there 15 oo hanm nassutug a = & 5, +

Dwading ¢ by handappiviay the division alvorahm, we can stae

amqb-r O rs i

First consider the case in which ¢y = 0 Therefore b divides a and clearly eo

larger aumber divides both b and ¢, because that number would be larger

than b.Sa we have d — 8cdia.b) - b,

awsume that o = 0. Bocause b >l J
we gt divide b by ey and apply the division sleorihm v ablain

hogr 1 (L E ot ST

As belore b = 0othen ! = e oand by 00 thend = wduean ) Nobe that e
remamnders lome 4 descending series ol nonnegative values and so nist e roinate
when the remainder i rero This happens. say althe (n & Dith slage where s

divided by 7 The results the Jollowing system ol equations
g gh e [
g - L s € Divide # by A,
g e 0.n<n e DN e ——— g
L T R Y LU P Cank e vemshder ¢
. ; \\v/ T

]
AN

! NN Replaes
. . Suap ,‘.n-l‘.:/.‘ anil
wand b N
Pa s = date 1, [OT i .

Ve = tfuedy 2 0

y Gl
e . the final
d = wdiw by =1, value of &

Alvach iteration. we have d = gedir, r . until finally & - god(r,,0) = 1,
Thus. we can (md the greatest common divisor of o tegers by repetimse appl-

calion of the division aigorithm. This scheme e kpown av the Euclidean slgonthm.

(i) ged(24140, 16762) = ged(16762, 7378) = ged(7378, 2006) = ged (2006, 1360) = ged(1360, 646) = ged
(646, 68) = ged (68, 34) = ged(34, 0) = 34
(ii) ged (2152, 764) = ged(764, 624) = ged(624, 140) = ged (140, 64) = ged(64, 12) = ged(12, 4) = ged(d, 0) =4 |

=) EE

2 | a) Explainthe properties of modular arithmetic for Integers in Z,,. 10 CO1 L2
b) Construct additive and multiplicative tables for arithmetic modulo 7
and tabulate the additive and multiplicalive inverses.
(a) Define the sel Z, as the sel of nonnegalive intepers less than i
L= 0,1, (- 1)

# I we perform modular arithmetic within Z,, the properties shown in Table hold Tor integers in 2, |

Nawma N 8PN
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Property Expression

(w+x)mod n=(x+w)modn
(wxx)modn=(xxw)modn

[(w+x)+ y]mod n=[w+(x+y)]mod n

[(wxx)x y]mod 1 =[x (xx y)]mod 2

Commutative Laws

Associative Laws

Distributive Law [n x4+ |)] mod n -[{u xx ) (wx \I] mod #t
- 10+ w)ymod n=wmodn
Identitics
(I xw)modn=wmaodn
Addilive Inverse (—w) Foreachw €Z,, there exists a zsuch that w+zs 0 mod n
(b)
s o1 ]2z 1]5]e N E T
0] L} s 3 1 ) o t [ 0" ] 1" il ' 1l
1 | 2 i 1 s 6|0 t 1 k. 3 | ~
| 21203 alo]|. | " .
23 4 L 0] 1 ] LI " A 1 i
flalsleleiaslz]s 4 efafr]s ~ o] e et J2 3 |4 i5 e
z N o 2 1 3 I + < < N 1 1 o 1 - w0 | h i 1 |3 2 I
F RN FA B
oloefo]r | 3]s o vlals]s 3 2 . ' °
Additive aad meltiplicative
Additicn rrdulo \Mul sphcs bon modube * s e inoduio s

3 | Using Extended Euclidean Algorithm, find the multiplicative inverse of 10 CO1 L2
| the following:
| (i) 17 mod 43
| (ii) x*+ x+1in GF(29) withm(x) =x¢ +x + 1

Sol: | (1) 17 mod 43
amod b=17mod 43. Sirce a<b. swapa& b Thusa=43& b=17

E i n G X E = Qi | Yo = Yiez — QuYiea
{1 43 1 0

(o] T 0 1

{11 9 2 1 -2
EXN 1 1 3

b ———— —

|3 1 1 N 2 -5

; 4 0 5

According o Extended Euclidean algenthm, ax+by = d=gcd(a,b) = 1
e Bx+ 17y =432 +177(-5) =86 -85 =1

Therefore, b = v implies (17) ' = -3

(17) 'mod 43 = -5 mod43 = -5+43 = 38,

(i) x* +x +1inGF(29) withm(x) = xé + x + 1.
Given a(x) mod b(x) = (x* + x + 1) mod (x! + x + 1). Since b(») is a higher degree polyno mial than
a(x), swap a(x) with b(x).
Thus,a(x)=x+x+1 and b(x) = x*+x+1

N N0 a2 ON
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— e e ————— e —————— ———
— ™ - oz |
S g G o o e s i
- . allplicals ve - -~ 2T LI R Vl<s -2 AL
GLn( 2 4 o, 1 a .."_" ‘-r;.{..u:. ! ] |
= . Veloed * Vda b2 S VIR AL ] l
[EYER o] o (1) Ny L) !
IR LS I SRR Y Vel %)
{ - 1= o
|
1 RV NS S e R 1] ‘
O s o~ X
TV -
Aglnpal -
— | D .
Vo(e) ¢ Yaltd = YaViltya 2 = € (o> -
.-:;us . _aRCX) - € nAIRY - 1M 2 e JI 2R I
e o I — aclenai ins —_—— ‘
—— s — —— e e YL e Aglade —— e —
o e e
r 3 - —— - AVexds ¥, 020 = ALl - =
Jil el Ao R -Xﬁ% . “E"%_UJ;M:;; [ZZ W3 |
H e et S VAN 5 DA NN 1 ST T 4 P LW YL ;
H.__b(;t;-. R . & T S O £ T P b R P B 1
LA e Sam i Ty i vy w, = I
R WP R =V = iViy | Wie2 — qiWieg
e — - - -1 xt+x+1 1 0
qen e A)el
-“L'l“"-"f":)i_'j‘) - m e 0 ] |‘
N TN SR ARE ST 1 x'+1 x 1 x |
| |
] T e = 2 1 x x x1+1 [
| e aexe Tty e ; . e |
T e eatex K 1 X’ x+1 X!+ xI+x :
= S — 4 0 1 |
]
%
4. | (a) Define Galois field. List all the axioms obeyed by GF. 10 CO1 L2

(b) Develop addition and multiplication tables based on polynomial
arithmetic modulo for GF(4) with m(x) =x2+x +1. |

Sol: | (a) The finite field of order p» is Galois field. in honor of the mathematician who first studied ]
finite fields. The order of a finite field must be a power of a prime pn, where nis a
positive integer.
For a given prime, p, we define the finite field of order p, GF(p), as the set Z, of integers |0,
1,....,p - 1} together with the arithmetic operations modulo p.
For Z,, it has to satis{y the following properties:

(A 1y Closure under addition, 11w and Dbelong 1o S then e + s alsain S

(A2) Assocrauvity of addition: A h v )= s hydoforalla a cin N

(A3) Additive identity: There 1s an alement 0n R such that t
@ o=t e=glorallviny

(A4 Addiuve mverse Forcach v N there s an element @ » |
suchthita t (=t tu=n ‘

(AS) Commutativity ol addinon wo A A =hgToralla Hin Y |

(M D Closure under mulupheation: 110 and S belong o Sathen s abom [

(M2 Associanvity of muluplication: at4c) = (etn lorallos oo v

(M Distributive faws: all s b loralla ham S

e )y e hetoralla hoom N

(M3) Muluplicatve wenuy: There s an element 1 m S such that
wl=la=alorallamy
(M6) No zero divisors: 1T 2 m S and vh = 0, then eicher

WEDordi=n

(M7 Mulupheatn ¢ imverse Forcochw S £ 0 = D L ezshha s = 24

i
I
[
]
such thatw = L fmxd |

Naca D7 80N
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(b) Polynomial Arithmetic Modulo over GF(4) { = GF(27)) with m(x) (.rz +x+ 1)

000 001 010 011 |
+ 0 1 X x+ 1
000 0 0 1 X x+ 1
001 1 1 0 x+1 x
o010 x x x+ 1 0 1
011 x+1 x+1 x 1 0 |
Addition |
l
000 001 010 011 1
x 0 1 X x+ 1
000 0 0 0 8] 0
001 1 0 1 X x+ 1
010 x 0 X x+1 1
011 x+ 1 0 x+1 1 X
Multiplication
Obtain the field elements of GF(24) using a generator polynomial 10 co1 12
x! + x + 1. Give the equivalent binary and hexadecimal representation.
(Tp_w,")
{"1(/—- ’L‘r( L
8"( gelzo
o - y o 8§ .3 a0 N 1o
Elinadd o {o’ Log oy 3! ) 3*_ BL,&,E,B' 3,,3,5«,5’
X g
8", 941 .
g 83 gs ,
SL. %(Slt‘ﬂ\ : %1f8’
S-sighg ek peBe .
g- slghgny e glgig s BOASTT BT
$: 90T . e
Q. 3t 6")" 3) = ¢t 3"’, Qe g
§ s slgga s giraes s e
g (Mg n) - gt g 6T gty THBTRY
g, gUat e ). gagsre seregladien
=ty
§7: slahg ) g gy qesgig 3
P i : "
Repr;;:;;;ﬁm RPolynomla_l Binary X Decimal (Hex)
epresentation Representation Representation
0 0 0000 0
{0 (= 815) 1 0001 1
g 8 0010 5 |
I 2 0100 1 [
P 3 1000 8 {
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o g+1 0011 3 i
& 24 0110 6 '
b S+ 1100 12
<7 Syl 1011 11 J
8 241 0101 5
2 Brg 1010 10
10 2rg+l 0111 7 |
KL B i 1110 1 ~
e S eglrgri 1111 15 - |
13 Begl+l . 1101 13 1
| 14 A1 1001 9 \
L ]

PARTB
Answer any ONE full g uestion

Q.NO
6 Define Computer Security. Explain in brief, the challenges of computer
security.
The NIST Computer Seeurity Tlandbook [NIST95) defines the term compuler securify as follows:
«  “The protection afforded to an automated information system ta attain the applicable
objectives of preserving the integrily, availability, and confidentialily of information system
resources (includes hardware,  soltware, firmware, information/ data, and
telecommunications)”. :

.

Computer Security Challenges

Security is not simple

Potential attacks on the security features need to be considered

Procedures used to provide particular cervices are often counter-intuitive.

It is necessary to decide where Lo use the various security mechanisms.

Requires constant monitoring

Is to often an afterthought

Security mechanisms typically involve mare than a particular algori thm or protocol.
Security ic essentially a battle of wits between a perpetrator and the designer

Little benefit from security investment is perceived until a security failure oceurs.
and user-(riendly operation

S L ENS VR

(1. Strong secunty is often viewed as an impediment to efficrent

o

With neat block diagrant, explain the model of network security. Also, |
list the 4 basic tasks in designing securi services.

A message is to be transferred from one party to another across some sort of Internet service. The

wwo parlies, called the principals, must cooperate for the exchange lo take place. A logical
information channel from source to destination and the cooperalive use of communication protocols

(e.g.. TCP/1P) by the two principals.

All the technigques tor providing secu rity have two components:
s A security-related transformation on the informaltion to be sent.

EX : the encryption of the message. which scrambles the message so that il is
opponent, and the addition of a code based on the contents of the message, which can e used

to verify the identity of the sender. .
| I .

unreadable by the

e

MNam~ 2O ~frnn
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= Some secret information shared by the two principals and, it is hoped, Unknown to the
opponent

EX: an encryplion key used in comunction with the transformation to scramble the message before
transmission and unscramble it on receplion

¢ A trusted third party may be needed (o achieve secure transmission.
For example, a third parly may be responsible for distributing the secret information to the two
principals while keeping it from any opponent. Or a third party may be needed to arbitrate
disputes between the two principals concerning the authenticity of a message transmission.

Trusted third party
(e gaonrhiter, distributer

al secret informetionm \
~.

a
Sender Recipient

[nl'.urnmlmn Sccurity-rehated
Channel trsmednrmation

Necurity-related
tramformitoa

Secrel Secret
Information information

Opponent

This general model shows four basic tasks in d esigning a particular security service:

L Design an algorithm for performing the securily-related transformation. The algorithm should
be such that an opponent cannot defeat its purpose.

2. Generate the secret information to be used with Lhe algorithm,

3. Develop methods for the distribution and sharing of the secret information.

4. Specify a protocol to be used by the two principals that makes use of the security algorithm and
the secret information to achieve a particular securily service. :

Faculty :
Module Coordinator:

HOD

N AN AL N
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Internal : 2
Semester:6-CBCS 2021

Subject : CRYPTOGRAPHY (21EC642)

Faculty : Divya

Date : 05/07/2024
Time: 15:30 - 16:30

Max Marks: 40

Part A

" Q.No

Answer any 1 questions

Max

(8{0) BT/CL
Marks
10 2 L2
la Explain with neat diagram the model of symmetric crypto ,
system. l
|
10 2 L3 |
1b State the rules used for encryption in P layfair cipher. %
Constructa Playfair cipher for a key "AITCKM" and encrypt J
the message "ELECTRONICS AND COMMUNICATION", |
j
|
| 10 2 L2 |
2a Explain the Fiestel encryption and decryption process with :
its structure.
|
10 2 L2
2b Explain the ShiftRows and Mixcolumns transformation
technigues used in AES.

Nacma A4 0N
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Part B
Answer all questions |
Q.No Max co | BrrcL |
Marks
12 ) L3
3a | Using
Hill Cipher technique
» encrypt and decrypt the plain text "ATTACK" using the key
[23,36]
8 1 L2
3b What is primitive root of a modulus? Given 3 as a primitive

root of 19, construct a table of discrete logarithms.

Or
State and P rove Euler's theorem. Determine the E uler's

totient function (i) (27), (i) (231) and (jii) (440)

™_ _ _ ann [ aYaY
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Evaluation
USN Name Present Q1 Q2 A BT/CL
v/ Total
Absent
(Ab)
a b a b a
AALRLECO0L Abhishek r 4 0 0 0 1 15 Apply
KM
AALZIEC002 Akanksha r 0 2 0 0 8 0 10 Apply
¢
AARLECNN Ananya P 9 9 0 0 10 6 34 Apply
| M
AT Ankith P 5 7 0 0 0 0 12 Apoly
‘\
AN Antush P ) 0 0 0 0 0 0 Xo
' DL Level
IR ENHISN Avasha P 8 9 ) 0 12 3 32 Apry
i A
LAWY Avandree P 7 9 0 o 9 1 13 Porhy
I
AN Ashanm P & 12 e [} 12 ] 3% Apriy
Cowda
82
AP Renadesh r £ t 2 @ £ ¢ = Apriy
X
awe Bgana B “’ . : ¢ ) " & A
RE
AW Rwemia r T b & 5 3 7 - Aprly
BRC
AT Bhwrmia r 6 up a a © £ b A
oM :
NI LN r L g ur a a C % z P
Sy
WD Owanitearsn r i ® 3 a & 2 = Savd
LR Chmitcn r E m 1 1 2 3 » Savh
LY
WY RN Onmamn = 2 » 3 3 5 - pa—
LS
WA RN Shenowes » b e i 3 = - s .
Tt 3
e 3
R CEARQTRAEWTTE » 2 ® 3 L » 1 - et
BN S
bWk Smas * . » " ¥ = & 2 P
A
AR B 4 g - ’ - t L ey
3
R0 he g Do = ™ ¥ ;| L - & - .
3 ;
b L,
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USN Name Present Q1 Q2 Q3 IA BT/CL
| @7 Total
| Absent
' (Ab)
| 2 b a b a b
i
| 4AR1ECOZ3 Desksha P 5 3 2 0 5 3 16 Understand
| KB
| 4AIR2IEC024 Decksha P 7 7 0 0 1 S 30 Apply
; KR
| 4ARIECO2S P 6 5 0 0 5 5 21 Apply
| MS
‘ 4AIR1EC027 ) P 6 2 0 0 9 4 21 Apply
’t RB
, 4AI21EC028 DHANUSH P 7 R 0 0 4 s 24 Apply
| GOWDA
( H
!
i 4AI21ECO31 Gowtham P 6 8 0 0 6 0 20 Apply
| BG
4AI21EC033 Jeevan P 7 5 0 0 9 4 25 Apply
RM
4A121EC034 Karbikeyan P 7 3 0 0 1 0 1 Understand
4A121 ECO35 Ksvana P s 9 0 0 9 5 3 Apply
KS
| 4ARIECO36 Keerthang P (] 0 6 0 4 5 15 Understand
‘ LS
4A121EC037 [ETE P 5 ] 0 0 4 6 26 Apply
sv
4AI2IECO3S Likizha P 0 0 3 7 s 4 22 Understand
| cn
| 4ARIECOM Masjubree P 4 3 5 7 5 0 17 Understand
e KS
4AR1ECO42 Mesumerr] P L] 10 0 0 4 0 23 Apply
! sp
f 4ARIECD43 Mpmya P 7 5 0 0 8 0 20 Apply
! U
$ —_—
| 4AIIECOH Mcghans P 8 g 0 0 7 4 27 Apply
g R B
| 4ARIECO4S Mohammed P 7 0 0 0 6 4 17 Apply
i Wasih
1 e e e e g ————————— e ————— - — e et —
| 4ARIECD4 Nakut P 8 7 0 0 10 8 33 Apply
PM
4ARIECOS? Neka P 4 7 0 0 6 3 20 Apply
GM
4ARIECHS Nidhi P 85 8 0 0 4 35 24 Apply
XM
4AT21ECO49 Nz P 9 10 0 0 3 0 27 Apply
GM™
4ARIECDSD Nisharrh P 6 2 1 0 4 3 15 Understand
Gowda
Vs
! — e e T N e =
i SAIIECOS) Nishchitha P 7 10 0 0 4 8 29 Apply
SLEN S SN = e ..
| aADRIECES? Pavn P 3 5 0 0 12 0 5 Apply

N 44 SN
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Q1

USN Name Present
™/
Absent
(Ab)
f b

4AI121ECO53 Pooja r 6 8
HH

4A122EC400 Arpitha r 8 4
(of

4AI22EC402 AVINASH.H.R P 6 i

4AI22EC406 CHETHAN P 7 8
v

4AI122EC407 Dayananda r 6 0
HL

4AI22EC408 Deepu P 6 8
P

4AI22EC413 Indika. P o 0
G

4AI22EC414 KANAKRA) P 5 0
HR

4AI22EC415 KARANRA]J P 0 0
HR

4AI22EC418 Naveen P 4 4
HL

4AI22ECA19 Pavan P 8 10
kumar
CN

4AI22EC420 PUNITH P 5 3
R

4AI22EC423 Sandya P 4 5
M

4AI22EC424 Shashank P 6 7
KG

4AI22EC425 SHASHIKIRAN P 6 7
M

4AI22EC426 Sncha P 5 1
SV

Q3 IA BT/CL
Total
2 b
4 7 25 Apply
9 4 25 Apply
7 0 20 Apply
6 0 21 Apply
6 0 12 Apply
0 4 18 Apply i
i
4 4 22 Understand .
E
9 0 14 Apply i
3 3 6 No
Level
11 19 Apply
12 6 36 Apply f
i
9 0 17 Apply I
E
4 1 14 Apply {
!
0 0 13 Apply
|
0 0 13 Apply §
4 4 14 Understand g
|
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2 Scheme of Evaluation

DEPT. OF ECE, AIT, Chikkamagaluru
Subject: Cryptography (21LC642)
I1- INTERNAL ASSESSMENT SCHEME & SOLUTIONS
Semester: 6 Date: 05 Jul 2024
Max Marks: 40 Time: 3:30PM - 4:30 PM
PART A
Answer any one full question

Q.No . [Mak [ COTBICL]
1] a Explain with neat diagram the model of symmetric crypto system. | 10| CO2 12 |

> =

@
v \
Messuge Focraplion Deeryprion Destinetin
auree algorithm Y= KK, ) algerithm

Secure channel

Key
wmre

Model of Symmetric Cryptosystem
HGURE -4M

&R Asource produces a message in plain text, X={X,) 200 X}l EXPLANATION - 6M

& The M elements of X are letters in some finite alphabet.

& Nowadays, X={0,1} is typically used.

@ For encryption, a key of the form K=[Ky, Ky, ...K|] is generated.

e If the key is generated at the message source, then it must also be provided to the destination
by means of some secure channel. Alternatively, a third party could generate the key and
securely deliver it to both source and destination.

2 With the message X and the encryption key K as input, lhe encryplion algorithm forms the
ciphertext Y=[Y), Ya, ... Y]

< Y=E(KX) indicates Y is produced by using encryption algorithm E as a lunction of the
plaintext X with the specific function determined by the value of the key K.

@ The intended receiver is able 1o invert the transformation, X=D(K,Y).

@ An opponent, observing Y but not having access to K or X, may attempt Lo recover X or K or
both X and K by generating estimate Xand K.

1| b | State the rules used for 'encrypti;n in Playfair cipher. Construct a| 10 CO2 12
Playfair cipher for a key "“AITCKM” and encrypt the message
"ELECTRONICS AND COMMUNICATION",

Sol: | Playfair Cipher: -4M

2 Based on the use of a 5 x 5 malrix of lellers constructed using a keyword.
e Fillin letters of keyword (minus duplicates) from lefl lo right and from lop to bottom, then (ill
in the remainder of the matrix with the remaining letters in alphabetic order

@ Plaintext is encrypted two letters at a time, according to the following rules:

If a pair is a repeated letter, insert filler like 'X'.

If both letters fall in the same row, replace each with the letter Lo ils right (circularly).
If both letlers fall in the same column, replace each with the letter below it (circulacly).
Otherwise, each letter is replaced by the letter in the same row but in the column of the
L other letter of the pair.

* & &
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Given Keyword : AITCKM Plaintext : ELECTRONICS AND COMMUNICATION
|
Aly[T [C|K |
M|B |D|L |F Matrix = 2M |
G|H|L[N|O
PlQ|R|S (U
VIW[X Y | Cipher text = M

A
e B [ECT TR [ON[ € SA [ND] CO[MX[MUT N [CA_THON]
e TONNE oY [co TR Pe [ L [kN[ov | e [ e [Kiy) creal |

- . —

tion and decryption process with its structure,

a | Explain the Fiestel e

Output lamtesty

fuput splalnrests l
[ | kEe | |
- /r A 2 i
- 4 S ol ]
& /N g ;
v FIGURE - 5M
[ | ®by | EXPLANATION - 53M

Round 2
\/<
.,
.,.J.L_{: b
>
™
Rownd 15

Romd 1S
Round 2

Round 16
y
F 4
/
P
. ‘T‘
>
¥
Round |
X
S
i e
>
B

e Taput wiphertests

Output teipherioats

v

The inputs to the encryption algorithm are a plaintext black of length 2w bits and a key K. ‘

The plaintext block is divided into two halves, LEs and RL:

» The two halves of the data pass through n rounds ol processing and then combine to
produce the ciphertext block. |

» Each round i has as inpuls LL.; and RL. derived [rom the previous round, as wellasa |
subkey K, derived rom the overall K. ‘

» All rounds have the same structure. ’

N
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» Asubstitution is performed on the Telt Balf of he data

This is done by applying a vound function Fio the rght halt of the

is exclusive-ORed with the tetthall of the data

+ Fis afunction of right-halt block of w bit and a subkev of v bits, which produces an output ‘
value of length w bits: F(RE, K

» Then permutation is performed th
data.

» This structure is a particular forn ol th

by Shannon.

The decryplion process is sanwe as the encryplion proc

data and then the outpul

al consists of the interchange of (he two halves of the
o substitution-permutation network (S5I'N) propused

(RN

»
» Use the ciphertext as input to the algurithny but use the subkeys K, in reverse order. That
is, use Ky in the tirst round, Koo in the second round, and soon, until Ky is used in the last
round. [
|

» Al every round, the intermediate value of the decryplion provess i« equal to the
corresponding value of the encryplion process with the two halves of the value swapped.

» The output of the ith encryplion vound be LE, | | RE,. Then the corresponding output of the
(16 - i)d decryption round is Re, | | LE or, equivalently, LDiei| | RDugii .

2| B | Explain the ShiftRows and Mixcolumns transformation techniques 10 | CO2 L2
used in AES.

Sol:

ShiftRows Transformation -5M
® The forward shift row transformation call
® The first row of State is nol altered.
= For the second row, a T-byte circular leftshift is performed.
= For the third row, a 2-byte cireular left shift is performed.
= For the fourth row, a 3-byte circular left shift is performed.
» The inverse shift row transformation, called InvShillRows, performs the circular shiftsin

vd ShiltRows

the opposite direction for e

ach of the last three rows.

So | Soa | Sox ] Sox

.\'(,_ k] K\

siol sy | M2 s |—" NETIEEIRE
sau| 2| S| dns -——*@——* LAY RARE RS AN
S10. RN 832

Szo0| 830 | $32 | 533
el — i

Soo | Yo | Yoz

MixColumns Transformation - - 5M
ach column

= The forward mix column trans
individually.
= Each byte of

formation, called MixColumns, operales on e,

value that is a function of all four Dy tes inthat

2 column is mapped into a new

column. o
@ The transformation can be defined by the following mattix multiplication on State
a3 34 a4 3
02 03 01 0l son Yon o Yo Yo Sho Son Yuxo Sod
) 0 o L "
oL 02 03 01 [|se S Szt S S Sl S

N

X
Sy

v

sho o SN

‘)1 (” 02 ”; S0 1 S0 24 2
03 o1 0Ol 02 s M M2 s S0 N

i it i GR(
» The individual additions and multiplications are performed in GF(2Y). |

1 ) i h) \{ A
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’

] = The inverse mix column transformation, called InvMist olumns, is defined by the _*
following matrix multiplication: |
OE 0ol oD v Son Mo Ye2 Mea Win M W sy
W NE OB 0D e s s S| Se s sy s
oD (1] E (118} AR ARA| $13 Sy \5“ 1_:| \":.: \S“
ol oD 0w 0E Mo My Wy s ste sy vy g
I i
PART B
Answer the question
Q.No Marks | CO | BT/CL
3| a| Using Hill Cipher technique, encrypt and decrypt the plain text 12 | CO2| L2
"ATTACK" using the key [2 3]
Sol:
| Encryption:
[fPlaitet | A [ T | T ] A | C| K
values 00 ] 19 |19 (00| 02110

|
i C=PK mud26
1€ Gl=lo0 19) [§ 2]= (57 114l mod26 =05 10] =[FK]

2 3 Encryption - 4M
(€ Ci=119 ou][3 o] =138 57/ mod26=[12 05]=[MF]

(Cs Cel =102 10][§ 2]=[34 66] mod26= (08 14] =[10]
Cipher text : FKMFIO
Decryption:

P =CK"' mod26 K™ '=(detk) adj K det K = (2X6)-(3X3) = 12-9=3
(detk) ™! mod26 = 3'mod26

Using Extended Euclidean algorithm to determine the multiplicative inverse of 3 mod26
il m Q| XeXe2-qQuXin | Vis a2 Vi
-1 26 1 0
(1] g = Ll) ]H [nverse malrix
211 [1 1 == 1) calculation - 4N

(detk)~™' mod26 = 3'mod26 =9

K™= ek adjk =9 | 8 |modze = | 3 ‘e

~27 _|2
18 modZG—IZS 18

[P P =[05 101[225 fg]ﬂzou 305] mod26 = (00 19] =[ A T)

2 25 Decryption - M
Py Pl=(12 os][25 m\=[149 390 mod26 =19 00]=[TA]

[Ps Pel=108 14] [225 ig] =[366 452 mod26 =02 10]=[CK]
Decrypted or Diciphered text = ATTACK. Plaintext & decrypled lext are the same,

Naca AN £ 2N
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3| b] What is primitive root of a modulus? Given 3 as a peri‘r;li—livE- root of 19 8 [cot| 12
construct a table of discrete logarithms, l [ ‘[ )
Sal: - - =]
A primitive ruu.l of a prime number pisone whose powers modulo pogenerate all the ntegers from
1to p- L Thatis if ais a primitive rool of the prime number p, then the numbers a mod p, a2 mod
Poseew @t mod pare distinet and consist of the integers from 1 through p - T insome permutation
2M
For any integer @ and a primitive root b of prime number p, we can find a unique exponent i such
that e = P(mod p) where Os i< (p- 1)
This exponent i is referred to as the discrete logarithm of the number a for the base b (mad p)
denoted as dloga (a).
Thus, given b =3 and p=19
i=(Log,s (b)) | 1 | 2 3| a]|S5|6|7|8]°9 101 1112|1314 | 15| 16|17 |18
a=3mod19 | 3| 9 | 8 |5 |15| 7|2 |6 |18]|16|10f11|14] 4 |12]17]13] 1
6HM
Discrete logarithms to the base 3. modulo 19 ’
a 1 2 3 4 5 6 7.8 o 10|11 (2| 13[14]15]|16 17 (I3
fogyyya) | 18 | 7 L4 4 8 6 ‘ 32|25z 3|5 |10 16|29
OR
3| b| State and Prove Euler’s theorem. Determine the Euler’s totient function 8 |CO1| L2
| (i) D(27), (ii) ©(231) and (iii) D (440) ]
Sol:

Euler’s theorem

For every a and n that are relatively prime:  a¢™ = 1(mod n)

PROQF:

¢(n) is the number of posilive inlegers less than n that are relatively prime to n.
Consider the set of such integers, labeled as

R= I.Yl. X2, v, X .p:...f
That is, each element x,
Now multiply each element by a nodulo n:

S = {(ax; mod n), (x: mod n). ... L X gy t110d 1)

The set S is a permufation of R for the reasons:
1. Because a is relatively prime Lo n and xiis relatively prime Lo n, ax, must also be relatively

prime to n. Thus, all the members of S are integers that are less thann and that are relatively

of R is a unique posilive integer less than n with ged(xun) = 1.

prime ton.
2. There are no duplicates in 5. If ax, mod 0 = ax,mod i, then x, = x;.
Therefore,
in) Earl
[T tas, mod ny = I~
= [N
& o Statement - LM
ey Ay (mod ) O
ﬂ ' I_[l ' Proof - 4M

Ainl Gl
a9 x| TTw | = [T+ (modon
ey =

at e | (mod i)

«  Analternative form of the theorem is also useful:
aemd Safmod )

Meame EN =F nnN
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NOTE: The first form of Euler's theorem requires thal @ be relatively prime to n, but this form does
not.

i d7=¢(3Y)=3"-37=27-9=18 1M X3 =3M
i $(231) = 0(3) x (7) = $(11) =2 x 6 ~ 10 = 120
f. $(440) = p{2Y) > ¢(5) x (11) = (2} =22~ 4 = 10 = 160

A a2l
Faculty : %4\

~
Module Coordinator: ‘)‘C,’,\‘\-"‘-"'

HOD: M*’fﬂj
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Part B

Answer all questions

Q.No Max CcO BT/CL
Marks
5 3 L2
3a Perform encryption and decryption using the RS A algorithm,
givenp=3;g=11l,e=7,M=5
5 3 L2
3b Users A and B use the Diffie-Hellman key exchange
technigue with a common prime
g =71 and a primitive roota =7.
a. If A's private key is 5, whatis A’s public key ?
b. If B's private key is 12, whatis B’s public key ?
10 4 L2
4 Explain the following algorithms : a) AS b) Rambutan
: 10 4 L2
5 E xplain the following additive generators : a)Fish b)Mush

MNaeea BN LN
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USN Name Present
"/
Ahsent
(Ah)
4AI21EC001 Abhishek P
KM
4AI121EC002 Akanksha P
C
4AI21EC003 Ananya P
M
4A121EC004 Ankith P
P
4AI21EC005 Ankush P
DD
4AI121EC006 Anusha P
A
4AI121EC007 Anushree P
JK
4A121EC008 Ashwin P
Gowda
SJ
4A121EC010 Benakesh P
SN
4AIR1ECO11 Bhavana P
HP
4AI21EC012 Bhoomika P
BC
4AI21EC013 Bhumika P
DM
—_— .
4AIR1ECO14 Bibi P
Swagra
4AI21ECO15 Chaithanyu P
J
4A121EC016 Chaithra P
LP
4A121EC017 Chandana P
K
4AT21ECO18 Chandann P
Patil
CSs
4AIR1ECO19 CHANDRAKANTIH p
SM
4AI21EC020 Chethan P
NM
4AIZ1EC021 Darshan p
4AI21EC022 Darshini P
B

Evaluation
(4] Q2
A b
0 0 5
0 0 0
0 0 10
0 0 8
0 o o
0 0 9
7 3- o 4 - —0 B
0 0 _ 7“
6 o 0 10
0 0 10
0 0 0
0 0 10
0 n 16
0 0 8
0 0 10
§ 0 10
0 0 10
] | 0
5 - 0 9
0 0 7
0 0 8

Q3 Q4

a b
0 0 5
2 0 1
3 3 10
1 4 10
0 5 3
5 3 4
s 2 g
ﬁS ' 7”5 ; 0
5 4 9
5 5 7
3 3 10
5 5 8
7 5 S 10
5 k] 8
A 3 10
b k] 10
2 5 6
3 $ 3
5 5 10
4 0 9
5 4 9

0s

IA

Total

36

11

23

36

®

34
27

36

BT/CL

Understand

No

Level

Understand

Understand

Understand

Understand

Understand

Understand

-L:u;r;mnd
Understand
Understand
Understand
Underviand
Understand
Understand
Understand
Understand
Understand
Understand
Understand

Understand

S—




4A121ECO23

AAIIECO24

ANT2IECO2T

i
| aAIECO28

AAI21ECO3)
4AIZIEC0Y3

!
a
|\
f
|
\ AAI211C03
ANI2IEC03S
AAI21EC036
\ AAI21EC03T
|
\ AAI2ITECO38
AAIIECO40
| AARIECOR
AANECOAD
| AAECH
1
AALIECHS
| QARIECHS
QAIIEOM?
SARIECHS

AADNECH?

AR

QARIEESL

LIRS

4ARIECO2S

Deeksha

KB

Decksha
KR
Decpak
M3

Deepakra)
RB

DHANUSH
GOWDA
i

Gowtham
BG

Jeevan
RM

Karthikeysn j

Kavana
KS

Keerthana
LS

Likhith
SV

Likitha
CM

Manjushree
KS

Manupatel
se

Manya
u

Meghana
R

Mohamemad
Wasd
Nakul

P\

Noda

G\

Naa
K\

ow

w

o

L)

o

w

L=

o

o

|
” " n - " w w | w
(¥ wh
I (3

(¥

-

th
(1]

10 34
_
10 35

8 22

8 25

10 24

9 28

7 26

g 19

10 34

2 19
10 z

£ a5
s o=

s %
S -
k- |

Understznd

Undm:znd

Underszod

e & 2O
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USN Name Present Q1
)/
Absent
(Ab)
n b
4AI21EC053 Pooja r 0 0
HH
4AI122EC400 Ampitha P 0 0
CS
4A122EC402 AVINASH.H.R P 0 0
4AI22EC406 CHETHAN P 0 0
\Y%
4AI22EC407 Dayananda P 0 0
HL
4AI122EC408 Deepu P 0 0
P
4AI22EC413 Indika. P 0 0
G
4AI122EC414 KANAKRAJ P 0 0
HR
4AI22EC415 KARANRAJ P 5 4
HR
4AI22EC418 Naveen P 0 0
HL
4A122EC419 Pavan P 0 0
kumar
CN
4AI22EC420 PUNITH P 3 |
R
4AI22EC423 Sandya P 2
M
4A122EC424 Shashank P 0 0
KG
4AT122EC425 SHASHTKIRAN P 0 0
M
4A122EC426 Sncha P 3 0

- 02 QJ
A
10 5
R 5
7 2
5 1
9 1
s o
4 1
3 2
e =
e
8 5
s
2 4
7 5
7 0

Q4 Q5 1A BT/CL
Total
10 10 39 Understand
9 10 37 Understand |
|
7 7 23 Understand
10 10 26 Understand l
8 8 26 Understand
' !
6 6 21 Understand E
|
7 2 18 Understand |
|
7 7 19 Understand E
]
|
ST — e — - S — '
7 6 22 Understand f
S ]
7 7 23 Understand i
8 10 36 Understand
i
10 10 24 Understand }
7 7 20 Understand
9 7 25 Understand '
8 0 25 Understand
8 6 21 Understand
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2 Scheme of Evaluation

DEPT. OF ECE, AIT, Chikkamagaluru
111- INTERNAL ASSESSMENT
Subject: Cryptography (21 LC642)
SCHEME AND SOLUTIONS

PART A
__Answer any one full question

1] a [ Listthe @;}1\_15\9713[u_|f;|igq for the 'ublic key cryptography. |

SOL: | Requirements for Public-Key Cryplography M .

= Jlix L’nmpul.ﬂinn.\lI) vasy lora party B o generale a pair (]\ul\libkt-_\‘ P, private kev PRy

» It is computationally casy for a conder A, knowing the public key and the message to be
encrypted, lo generate the corresponding ciphertest. T=E(PLL M)

= Uis compultationally easy for the receiver B to decryplt Lhe resulling ciphertext using the private
key to recover the original message. M = D(I’Ry, C) = D[PRy, E(PUL, M)]

« It is computationally infeasible for an adversary, knowing the public key, to determine the
private key.

« It is computationally infeasible for an adversary, k
recover the original message, M.

+ The two keys can be applied in either order M =D[P’Us

[ MARKS [ €O [Bi/cL]
5 |co3| 12

nowing the public key and a ciphertext, to

(PR, M)] = D[Ry, E(PUL, Mj|

[ 5 [co3| L2

1| b | Explain the five possible approaches to attack the RSA algorithm
5\

SOL: | Five possible approaches to attacking the RSA algorithm are

u Brute force: This involves trying all possible private keys.

= Mathematical attacks: There are several approaches, all equivalent in efl
product of two primes.

u Timing attacks: These depend on the running time of the decryption algorithm.

= Hardware fault-based attack: This involves inducing hardware faults in the processor that is
generating digital signatures.

w Chosen ciphertext attacks: This lype of altack exploits pro

fort lo factoring the

perties of Lhe RSA algorithm.

-

10 co3 L2

2 Explain Diffie-Hellman Key exchange algorithm. Show that the keys
generated at sender and receiver are same.
SOL: Alice Boh

Alice and Bob share a

priwe number ¢ and an
integer ar, such that e < ¢ and
«v is a primitive root of §

Alice and Bob share a

prime numbur ¢ and an
integer a, such that e < ¢ und
a is 2 primitive root of ¢

Alice gencrates a private Bob penvrates & private

key X gsuch that Xy < ¢ CZ ? key Ngsuchthat Ap <y
Bub enleulates & public

Alice calculutes @ public
key Yy=atimod g key Vg = aVimod ¢

Bub receives Allee™s
public key ¥y in plaintext

Alice receives Balr's
public key ¥ g in plaintext

Bub culeulutes vhured

Alice euleulutes shured
seeret kev A = H",')\ltmml q
e 3

secret key A =( )'n)" rmod ¢

FIGURE -5M
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® There are two publicly known rumbers. o prime camber g sod an mteger 2 that s 4 Frimatve |
roul of ¢ |

® User A selects a tandom integer X € g and computes ¥ o= a”* ol

® Similarly user independently selects a candom mtegey X« 3 aned ¢ ompites Vo o 0" et

® Each side keepathe N ovalue private ated mabes the ¥ value av silable publ by o the offer s

Thus, Xt A's private kev and Y ois A'a conmespond g proble ke, and wmilaels for B

Leer A computes the key as K= (Yo )" irund g and weer B¢ owyrpestes the key an § # (7,174 avodd 5
These two calculations produsce tdentical results
K= (Yp) 4 med g

= (a"* wxld -7)“m«t| q

= (o) 2 mnd g EXPLANATION - 2M
=" aned g
% P *}  oersenl g DERIVATION - 384

L
={n"t mod g) e g
= (¥, Y mod g
®*  The result is that the two sides hatve exchanged a secret value
®__This secret value is used as shared sy mmetric secret key

PART B
Answer all the questions

MARKS _ CO | BI/L |

Perform encryption and decryption using the RSA algorithm, given, | 5 cos 2
p=3q=1l,e=7;M=5 |
n=pxq =3x11 =32

en) =&(pg) = (-1 x(q-1) = 2x 10 =20 13\
dze'mod(en)) =7 mod(20) =3 13\
C=Mmod(n) =5 mod 33 =14 HEAN |
M=C'mod(n)=14 mod 33=5 15\
Users A and B use the Diffie-Hellman key exchange technique with a | 3 co3 i 2 |
common prime g =71 and a primitive roota=7. ! {
2 If A’s private key is 5, what is A’s public key? !
I B’s private key is 12, what is B’s public key ?
.. What is the shared secret key? I B
Given X,=5,X,=12,q=71,a=7
Y, =a*4modg =7 mod 71= 51 - 1381
b. Yy=a®®modq=7"mod71=4 13\
c. K=(¥g)"modg=4"mod71=30 or 2\
K=(¥)%mod g=51"mod 71 =30
|
Explain the following algorithms : 2)A5 b)Rambutan [ 10 CcOo4 | 12 J
a) AS -3M ,

*  The stream cipher used to encrypt GSM.

* Itisused to encrypt the link from the telephone to the base station. The rest of the lnk =
unencry pted; the telephone company can easily cavesdrop on the conversations.

s ASconsists of three LFSRs; the register lengths are 19, 22, and 23; all the fevdback polypomials |
are sparse. 'i

*  The output is the XOR of the three LFSRs ,

¢ A5 uses variable clock control. {

o Each register is clocked based on its own middle bit, NORed with the inverse threshold functivn |
of the middle bits of all threv registers. Usually, two of the LESRs cdock ineach round ‘

o ts only known weakness is that its registers are shot enoughi to nuke exhawstne search feasible |

M O £ ON



ADICHUNCHANAGIRI INSTITUTE OF TECHNOLOGY

Department of Electronics & Communication Engineering (EC)

b) Rambutan -5M

* A British algorithm, designed by the Communications Clectronics Security Group

« ltisonly sold as a hardware module.

*  The algorithm itself is seerel, and the chip s not generally commercially available

o Rambutan has a 112-bitkey (plus parity bits) and can operate in three mades ECB(Electronic |
CodeBook), CBC(Cipher Block Chaind, and 8-bit CEB(Cipher FeedBack)

o Ithas five shift registers. cach one ol a different length around 80 bite.

o The feedback polynomials are fairly sparse, with only about 10 taps each.

»  Each shilt register provides fourinpuls toa very large and complex nonlinear function which

eventually spits out a single bit.

5 Explain the following additive generators : a)Fish b)Mush | 10 cos| 12
SOL: | a)Fish - 5M
«  Fish is an additive generator based on techniques used in the shrinking generator.
» It produces astream of 32.bit words which can be XORed with a plaintext stream to produce
ciphertext, or XORed with a ciphertext stream to produce plaintext.
«  The algorithm is named as itis because it is a Fibonacer shrinking generator.
«  Two additive generators are used. The key is the initial values of these generators.
A, = (A + A) mod 2%
B,= (Bis2+ Bi1g) mod 272
+  These sequences are shrunk, as a pair, depending on the least significant bit of B,
if it is 1, use the pair; if it is U, ignore the pair.
» G is the sequence of used words from A, and D, is the sequence of used words from B..
and Dze1—to generate lwao 32-bit output words:

e These words are used in pairs —Cz, Cx-1, >,
K: and K“,-|_

Fo=C %D, :
5 s F Dy njl,

K'.[ e 2
Koy Com Py
= This algorithm is fast.
= Ona?33megahertz486,aCim plementation of Fish encrypts data at 13 megabits per second.
s Unfortunately, it is also insecure.
b)Mush -5M
s Mush is a mutual shrinking generator.
«  Take two additive generators: A and B.
o If the carry bit of A is set, clock 5. If the carry bit of B is set, clock A,
«  Clock A, and sel the carrv bitil there is a carry.
«  Clock B, and set the carry it if there is a carry.
«  The final output is the XOR of the output of Aand B.
«  The easiest generators to use are the ones from Fish:
A, = (Aiss + A) mod 2
B,= (B,s2 + B,w) mod 232
«  Onthe average, three generator ilerations are required to produce one output word.
«  If the coefficients of the additive generators are chosen correctly and are relatively prime, the

oulpul sequence will be maximal length.
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